
Graphical Modeling of Security Ceremonies

Cristian Prisacariu
(thanks to Audun Jøsang)

Precise Modeling and Analysis group (PMA),
University of Oslo

at
FRISC Winter School

6 May 2014, Finse, Norway.

C. Prisacariu @ UiO Graphical Modeling of Security Ceremonies Finse 2014 1 / 31



What are Security Ceremonies
The 2007 paper that introduced the concept.
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The next paragraph continues as:
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What are Security Ceremonies

Another paper on Ceremonies from 2011:
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What are Security Ceremonies

Understand Security Ceremonies as:

No formal definitions and no formalism in any of these two papers.
Just case analyses and informal expository definitions.

What is a good formalism for Security Ceremonies?
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Two main technical challenges in Security Ceremonies

1 Composition of Protocols

in parallel, sequential, vertical, etc.

I from process algebras approach
I or Protocol Composition Logic (Stanford & ASECOlab)

2 Incorporating the Human nodes

in such a way to make analysis and security proofs possible.

I from psychology/cognition analyses (at Univ. College London)
I or sociology (Actor-network theory book of B.Latour)
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Conclusion on Ceremonies
Security Ceremonies ask to

I model the human nodes,
I combine protocols,
I be explicit about the assumptions.

Security Ceremonies
I have no satisfactory formalization (my opinion)
I subsume security/network protocols (thus their formalization must

subsume existing formalisms for analysing such protocols)
Inspiration from varied fields should be sought, like

I sociology (actor network theory)
I psychology (investigations of cognitive aspects of humans)
I probabilistic/stochastic models for humans
I security/network protocol formalisms like process algebras, logics
I existing tools like theorem provers, model checkers,
I graphical languages (ceremony developers will come from various fields)
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Modeling the Human nodes in Security
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Modeling the Human nodes in Security
1 An approach from Psychology
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Modeling the Human nodes in Security
1 An approach from Psychology

The user is modeled as non-deterministic choice of plausible actions
Modeling done within higher order logic and specify a transition system
(i.e., very close to how the information protocol is modeled)
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2 An approach from Sociology
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My focus
Look for a graphical formal language for analyzing security ceremonies
like Statecharts are for reactive systems, used in avionics or automotive
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Actor Network Procedures
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Actor Network Procedures

c©2011 (draft under development)
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The Structure of an Actor Network Procedure
Structure Description Language essentially uses:

a tree-like containment relation of (minimal) configurations, each
being controlled by a principal of the ceremony
(inspired from location models as ambient calculi or bigraphs)
channels between two configurations
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The Structure of an Actor Network Procedure
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The Behavior

Computation consists of events, localized at nodes or configurations.
An event that is controlled by a principal is an action.
Communication consists of information flows along the channels.
Each flow corresponds to a pair of events:

Flows can be:
I messages, which consist of a send action at the entry of the channel,

and a receive coaction at the exit;

messages are described as terms (as in proc. alg. approach)
actions can be parametrized by messages/data
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The Behavior

The nodes are also capable of performing various local operations, eg.: to
execute the standard pseudo-code commands, like comparisons (t = s) or
assignments (t := s).
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The Behavior – Example
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Procedures – examples
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Conclusions on Actor Networks Procedures
Are intended as a graphical formalism for describing and reasoning
about security ceremonies
Are inspired by

I process algebras through the representation of messages as terms
I strand spaces for the description of the runs
I actor networks from sociology for the representation of configurations
I protocol composition through the use of the PDL logic for reasoning

about the models

Acknowledge the need of concurrency when several parties interact
There is room for improving the existing formalism.
Correlations with existing formalisms are needed.
Case studies are needed.
Are general enough to be used outside security, with any
communication/interaction ceremony.
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Thank you for your attention!
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Psi-calculi semantics for ANPs
Verification tools for security, like AVISPA, FDR, ProVerif, etc.
use as input modeling languages based on process algebras like applied
pi-calculus.
These are textual.
The aim is to do automatic verification of ANP ceremonies.
A first step here toward this goal:

give semantics to ANPs
using the recent expressive psi-calculi (from Uppsala Univ.)
as the underlying semantic framework

Several benefits:
I connect to the algebraic languages used by the tools;
I investigate better the ANP graphical formalism;
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Psi-calculi
c©2011
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Psi-calculi
Are a framework where many other calculi can be defined
e.g.: Milner’s pi-calculus, cryptographic calculi like spi- and applied pi,
location calculi like the distributed pi, polyadic calculi.
typed psi-calculus exists
thus subsuming many existing typed calculi
For reasoning with psi-calculi one uses proof assistant tools like Isabell.
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Psi-calculi
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Psi-calculi

To capture the standard pi-calculus instantiate as:
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Psi-calculi

Agents are defined as:
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ANP semantics as Psi-calculi
Nodes are seen as minimal configurations, i.e., without sub-configs
Structure of configurations is modeled through lists of ancestors

Channel names are attached to configurations
Any term can be communicated on such a channel

Identities can control configurations to which channels are attached

Internal actions are communications on channels local to a config
Sharing is also communication on channels shared inside a config
Tests are done with the case constructs and term equality

C. Prisacariu @ UiO Graphical Modeling of Security Ceremonies Finse 2014 21 / 31



ANP semantics as Psi-calculi

The behavior is given by the operational semantics of psi-calculi.
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The Behavior of ANPs – some Questions
Are all actions, communications (input/output)?
Are all communications the same (input/output), only the channel
name being different (and the message types)?
Can all actions/events be observed? (Observation is interaction)
Should we be concerned with unobservable actions/events?
What is a channel type? (? random noise binary channel ?)
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Processes / Procedures
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Flows, Runs, Procedures
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Procedure Description Logic
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Procedure Description Logic

No clear syntax nor semantics.

But axioms are added and used for reasoning.
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Procedure Description Logic – Axioms
Origination:
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Procedure Description Logic – Axioms
Origination:

Freshness:
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Procedure Description Logic – Axioms
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Graphical Modeling of Security Ceremonies in OffPAD
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Graphical Modeling of Security Ceremonies in OffPAD
An initial ceremony for authenticating the server to the user:
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ANP structure of the Ceremony
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ANP structure of the Ceremony
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ANP run of the Ceremony
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ANP run of the Ceremony
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Refining the Ceremony
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