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The concept of identity 
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Entities 

Persons 

Organisations 

Systems 

Identities have consist of Attributes  

A 

B 

C 

 X 

 Y 

 Z 

Names,  

Identifiers & 

Characteristics 



Taxonomy of Authentication 
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Authentication 

Entity 

Authentication 

User 

Authentication 

Organisation 

Authentication 

Data 

Authentication 

System 

Authentication 

MAC, DigSig, PKI 

Passwords, Tokens, 

Biometrics 
Crypto protocols, 

e.g. IPSec 
Crypto protocols, 

e.g. TLS 



Access Control Phases 

Identification Who are you? 

Can you 

prove it? 

Are you 

authorized? 

Authentication 

Access 

approval 

Registration 

Provisioning 

Authorization De-registration 

Deactivate 

credentials 

Registration 
phase 

Operation 
phase 

Termination 
phase 
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Revoke 

authorization 



 

Access control concepts  (abstract model) 

System Owner Domain 

Identity Provider       

System Owner 

Access approval 
function 

registration 

System resource 

 PAP 

PAP: Policy Administration Point  PEP: Policy Enforcement Point    Registration 

PDP: Policy Decision Point    IdP: Identity Provider      Operations 

policy 

 PDP 

 PEP 

provisioning 2 

1 

3 

6 7 

8 

User 

authentication 

function 

decision 

access 

request 

request 

authorization 

request 

    resource & 
access type 

5 

4 

log-on 

   Id 

Cr + 

User 
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Identity management processes 
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User Side Service Provider 

Side 

User Identity       

Management 
IdMan processes for 

user Ids & credentials 

on user side 

IdMan processes for 

user Ids & credentials 

on SP side 

SP Identity           

Management IdMan processes for 

SP Ids & credentials  

on user side 

IdMan processes for 

SP Ids & credentials 

on SP side  Id 

  Id 

Cert. 

Password
/ Token 



Entity authentication classes 
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Service Provider (P) 

Server System (S) 

User Side 

User (U) 

Client (C) 

Server Side Authentication 
Classes 

Trusted 
Interactions 

PU 

PC 

SU 

SC 

UP 

US 

CP 

CS 



Mutual online entity authentication 
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Service Provider (P) 

Server System (S) 

User Side 

User (U) 

Client (C) 

Server Side 



Evolution of User Id Management 
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2001-2002 2005-2006 2007-2008 2009-2010 2011-2012 

Liberty  1.0 
2002 

SAML  2.0 

2005 

Shibboleth  2.0 
2008 

Microsoft  
 Passport 

1999 

MS LiveId 
CardSpace  

2007 

WS Federation 

  2007 

OpenID 2.0 
2007 

 Passport 

 2005 

2003-2004 2013-2014 

Card Space 

 2010 

Kantara 
Initiative 

2010 

  2000 

Shibboleth  1.2 
2004 

Liberty 
Federation 

2005 

WS Federation   
Microsoft/IBM 

2003 

Shibboleth 1.0   
2000 

OpenID 1.0 
2005 

SAML  1.0 

2002 

GSM  IMSI  
1991 

MS LiveId 
U-Prove 

2010 

SIM  PKI 
2008 

Facebook 

Connect  

2008 

OAuth 2.0 

2012 

OAuth 1.0 

2010 

TPM  2.0 

2014 

TPM 1.2 

2003 



Silo domain model 

   

SP/IdP 1 SP/IdP 3 SP/IdP 2 

Legend: 

User identifier 

managed by IdP # 

Authentication 

token managed by 

IdP # 
Service logon 

Service provision 

 Identity domain 

   
# 

SP 

IdP 

# 

 

   

   
1 

1 

 

   
2 

2 

 

   
3 

3 
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Imagine you’re a service provider 

   
  

   
  

   
  

   
  

   
  

   
  

Nice and simple 
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Imagine you’re a customer 

It’s a nightmare 
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Tragedy of the Commons 

 

•OTP123 

•MySecret 

•XZ&9r#/ 

•FacePass 

•fred 

•GuessMeNot 

•2008Oct9 

•TopSecret 

•???abcXX 
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Common village grazing field 

Common  pockets 

Common brain 



Federated SSO model 

Examples: Liberty Alliance, SAML2.0, WS-Federation, Shibboleth  

Legend : 

Service logon 

Service provision 

Identity mapping 

 
 

 

   

SP/IdP 1 

   
1 

   
2 

   
3 

Federation Domain / Circle of Trust 

SP/IdP 2 SP/IdP 3 2 3 

   

   
3 

3 

 
 
 

SSO to 

other 

domains  

User name   

issued by IdP # 

User credential 

managed by IdP # 

 Identity domain 

   
# 

SP 

IdP 

# 

 

Security assertion 

sent by IdP # 
# 
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Authentication via Facebook Connect 

1. User requests service 

2. Redirect to facebook authentication 

3. Present facebook login form 

4. User provides Id + credential 

5. Credentials forwarded to facebook 

6. Confirm authenticated user 

7. Provide service  
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Browser 

Service 

Provider 

1 

2 

7 

4 

User 

6 

facebook 

3 

5 



Scenario 

1. User requests access to service 

2. Service Provider sends authentication 

request to FEIDE, and displays FEIDE 

login form to user. 

3. User enters name and password in 

FEIDE login form, which are sent for 

validation to Home Institution of user.  

4. Home Institution confirms authentic 

user and provides user attributes to 

FEIDE which forwards these to SP 

5. Service Provider analyses user 

attributes and provides service 

according to policy 
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1 

Service 

Provider 

Home Institution 

of User (IdP) 

User 

FEIDE 

(Uninett) 

2 

3 
4 

5 

http://www.bodo.vgs.no/handlers/bv.ashx/i7663b63a-96b7-4366-a5d3-e797301e28ab/w4096/nokkelhull-600px.png


SSO technology location 

• Kerberos: 

 

 

• Federated models: 

 

 

• Local user-centric: 

 

 
 

 

 

Client side Network Server side 
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Client-side location 

for local user-centric identity management  

• IdM in Workstation 

– e.g. SW based  password wallet 

 

 

• IdM in Mobile phone 

– e.g SW/SIM based password wallet 
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Workstation 

mobile 



Local user-centric model 

   

SP/IdP 1 SP/IdP 3 SP/IdP 2 

   

 

Mobile 

   
  

   
  

   
  

Repository of 

authentication 

tokens and Ids. 

   
3 

3 

 

   
2 

2 

 

   
1 

1 

 

Legend: 

User name 

managed by IdP # 

User credential 

managed by IdP # 

Service logon 

Service provision 

 Identity domain 

   
# 

SP 

IdP 

# 

 

 

Mobile 
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Local user-centric: Imagine you’re a 

customer 
User friendly and scalable 
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Mobile 



e-Authentication Frameworks for e-Gov. 

• Trust in identity is a requirement for e-Government 

• Authentication assurance produces identity trust. 

• Authentication depends on technology, policy, standards, 

practice, awareness and regulation. 

• Consistent frameworks allow cross-national and cross-

organisational schemes that enable convenience, 

efficiency and cost savings. 
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Authentication Assurance 

• Authentication assurance = robustness of authentication 

• Resources have different sensitivity levels 

– High sensitivity gives high risk in case of authentication failure 

• Authentication has a cost 

– Unnecessary authentication assurance is a waste of money 

• Authentication assurance should balance resource 

sensitivity  
 

Authentication Risk 

UAAL 

User 

Authentication 

Assurance 

Level 
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Factors for UAAL 
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User Authentication 
Method Strength 

(UAMS) 

User 
Authentication 

Assurance 
Level 

(UAAL) 

User Credential 
Management 

Assurance 

(UCMA) 

User Identity 
Registration 
Assurance 

(UIRA) 

Min[UAMS, UCMA, UIRA] 

How certain are you that the correct user was registered in the first place ? 

• Pre-authentication credentials, e.g. birth certificate 

• Biometrics 

= 

How strong is the mechanism ? 

• Password length and quality 

• Cryptographic algorithm strength 

• Tamper resistance of token 

Are credentials handled 

securely ? 

• Generation 

• Distribution 

• Storage 



UAAL: User Authentication Assurance Levels  

No Assurance Minimal 

Assurance 

Low 

Assurance 

Moderate 

Assurance 

High 

Assurance 

Level 0 Level 1 Level 2 Level 3 Level 4 

No registration  

of identity 

required 

Minimal 

confidence in the 

identity assertion 

Low 

confidence in 

the identity 

assertion 

Moderate 

confidence in 

the identity 

assertion 

High 

confidence in 

the identity 

assertion 

Example taken from Australian NeAF 2009 
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Authentication 

Framework 
User Authentication Assurance Levels 

EAG 

(USA) 2006 

Little or no assurance 

(1) 

Some 

(2) 

High 

(3) 

Very High 

(4) 

IDABC 

(EU) 2007  
Minimal 

(1) 

Low 

(2) 

Substantial 

(3) 

High 

(4) 

FANR 

(Norway) 2008 

Little or no assurance 

(1) 

Low 

(2) 

Moderate 

(3) 

High 

(4) 

NeAF 

(Australia) 2009 

None 

(0) 

Minimal 

(1) 

Low 

(2) 

Moderate 

(3) 

High 

(4) 

ePramaan 

(India) 2013 

None 

(0) 

Minimal 

(1) 

Moderate 

(2) 

Strong 

(3) 

Very Strong 

(4) 

Alignment of e-Authentication Frameworks 

Finse, 2014 Identity Management 25 



Risk Analysis for Authentication 
Determining the appropriate UAAL for an application 

Impact of e-Authentication failure 

Insignificant Minor Moderate Major Severe 

L
ik

e
li
h

o
o

d
 

Almost 

Certain  

None         

(0) 

Low         

(2) 

Moderate 

(3) 

High        

(4) 

High         

(4) 

Likely  None         

(0) 

Low          

(2) 

Moderate 

(3) 

High        

(4) 

High         

(4) 

Possible None         

(0) 

Minimal   

(1) 

Low       

(2) 

Moderate 

(3) 

High         

(4) 

Unlikely None         

(0) 

Minimal   

(1) 

Low      

(2) 

Moderate 

(3) 

Moderate 

(3) 

Rare None         

(0) 

Minimal   

(1) 

Low      

(2) 

Moderate 

(3) 

Moderate 

(3) 

Example: NeAF Australia 
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Required 

UAAL 



Authentication 

methods 

Id Management for Norwegian e-Gov. 
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MinID (AAL 3) 

Confides (AAL 4) 

Buypass (AAL 4) 

BankID (AAL 4) 

SMS PIN (AAL 2) 

Altinn PIN (AAL 2) 

Enterprise Id (AAL 4) 

Self-Identity (AAL 0) 

ID Porten 

DIFI 

Altinn 

Brønnøysund 

register & IdP 

Public services    

for citizens 

• Tax 

• Employment 

• Education 

• NAV (Social Sec.) 

• etc. 

Public services for 

organizations 

• Tax, VAT (MVA) 

• Company registration 

• Financial reports 

• Subsidies 

• etc. 

Politics 



Evolution of SP Id Management 
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1980    -   1989 1990    -   1999 2000    -   2009 

DNS   

1983 

SSL 
1995 

2010    -   2019 

Petname Model 

2001 

DNSSEC   

2010 

TLS 
1999 

X.509 Certificates   
1988 

PKIX  

1995 Extended Validation 
Certificates   

2007 

Petname Toolbar 

2005 

DANE TLSA 
2012 

3G Network 
Authentication 

2010 



X.509 Digital Certificate 

• Version 

• Serial Number 

• Algorithm Identifier 

• CA Name 

• CA Unique Identifier 

• User Name 

• User Unique Name 

• User Public Key 

• Validity Period 

• Extensions 
 

   CA DigSig 

Public-Key Certificates 

• A public-key certificate is 

simply a public key with a 

digital signature 

• Binds name to public key 

• Certification Authorities (CA) 

sign public keys. 

• An authentic copy of CA’s 

public key is needed in order 

to validate certificate 

• Relying party validates the 

certificate (i.e.  verifies that 

user public key is authentic) 
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How to generate a digital certificate? 

1. Assemble the information (name and public key) in 

single record Rec 

2. Hash the record 

3. Sign the hashed record 

4. Append the digital signature to the record 
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Record 

…. 

…. 

…. 

Hash 
h[Rec] 

Sign 
S[h[Rec], Kpriv(CA)]  

Record 

…. 

…. 

…. 

Append 

DigSig 

DigCert 



Self-signed root certificate 
requiring secure extra-protocol 
distribution to relying parties 

Intermediate CA certificate 

Owner certificate validatable  
online by  relying parties 
possessing the root certificate  

= 

4 

7 

Root CA 

Intermediate 
CA 

Key owner 
(server, user) 

3 Direct trust 

1 

Direct 
trust 

5 Dig.Sig. 

6 Direct trust 

Legend: Public key Private key 

PKI certificate generation 
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Cert. 

Cert. 

8 Dig.Sig. 

2 
Dig. 
Sig. 

Cert. Root certificate 



Self-signed root keys: Why? 

• Many people think a root public key is authentic just 

because it is self-signed 

• Can be deceptive 

– Gives impression of assurance 

– Disguises insecure practice 

– Gives false trust 

• Self-signing provides absolutely no security 

• Useful purpose of self-signing 

– X.509 certificates have a field for digital signature, so an empty 

field might cause applications to malfunction. A self-signature is 

a way to fill the empty field 

– Self-signature can be used to specify a cert as a root 
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Certificate and public key validation 
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Root CA self-
signed certificate 

Intermediate 
CA certificate 

Owner certificate Relying 
Party 

direct trust 

1 

binding 

binding 

binding 

validate 2 

indirect 
trust 

4 

Legend: Public key 

3 validate 

Extract 

public 

keys 

Root 
cert. 

Key owner 

Cert. Cert. Cert. 

Inter. 
cert. 

Owner
cert. 



PKI Trust Models 

Finse, 2014 Identity Management 34 

Isolated strict hierarchies 
e.g. ` Browser PKIX ’ 

Cross-certified strict hierarchies 

Strict hierarchy 
e.g. ` DNSSEC PKI ’ 

Bi-directional 
hierarchy 

Ad-hoc anarchic PKI 



Browser PKIX 

Root CA self-signed certificates 

Intermediate CA certificates 

Server and software certificates 

Relying 
party 

1 

Automatic validation 
2 

Browser 
PKIX 

Self-signed certificates 
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A phishing example: 

Hawaii Federal Credit Union 

Genuine bank login 

https://hcd.usersonlnet.com/asp/USE

RS/Common/Login/NettLogin.asp 

Fake bank login 

https://hawaiiusafcuhb.com/cgi-

bin/mcw00.cgi?MCWSTART 
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Certificate comparison 1 
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Genuine certificate Fake certificate 



Certificate comparison 2 

Genuine certificate Fake certificate 
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Certificate comparison 3 

Genuine certificate Fake certificate 
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Typical terminology: 

• trusted sites 

• secure sites 

• authentic sites 

Meaningless PKIX Server Authentication 
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Client 

User 

I am Mafia.com 

That’s correcet 

That’s correcet 

Good, I feel 

safe now 

Server 

Server 

I am CityBank.com 

The Mafia 

Certificates are   

      valid ! 
Certificate 

CBank 

Mafia 

Certificate 

CityBank 



DNSSEC PKI 

• The DNS (Domain Name System) is vulnerable to e.g. cache 

poisoning attacks resulting in wrong IP addresses being returned. 

• DNSSEC designed to provide digital signature on every DNS reply 

• Based on PKI with a single root. 
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DNSSEC organisastional CAs 

“.” DNSSEC root CA 

DNSSEC intermediate CAs 

DNSSEC top level CAs com org uk 

ac.uk co.uk 

ibank.barclays.co.uk 

Open PGP signatures (Trust Anchors) 

DNS leaf nodes 
barclays.co.uk 



DNSSEC PKI vs. Browser PKIX 

• In B-PKIX, any CA can issue certs for any domain  problematic 

• CAs under the DNSSEC PKI can only issue certificates for own 

domain  

• The DNSSEC PKI and the B-PKI both target the same user/org nodes 

• DANE: DNSSEC-based Authentication of Named Entities 

– Alternative to B-PKIX, standards exist, not deployed, complex Finse, 2014 Identity Management 42 

Root CA 

Intermediate CA 

Certificates for users 
and organisations 

“.” DNS root CA 

Intermediate DNS CAs 

Top Level DNS CAs com org uk 

ac.uk co.uk 

DNSSEC PKI 

B-PKIX PKI1 PKI2 PKI3 



Phishing and failed authentication 

Client 

The 

Mafia 
User 

Server 

Access 
2 

HTML

Mafia 

Fake login page 
6 
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Server 

certificate 
3 Mafia 

  7 Hijacked Login 

5 

TLS setup 4 

1 
Phishing email 



Zooko’s Triangle of Id Properties 

 
 

Global 

Unique Memorable 
Petnames 

No names 

land 

No identifier can be at the same time global, 

unique and memorable 
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Passing bus test for memorability 

• If you see a name written on a passing bus, and you can 

remember the name after 5 minutes, then the name is 

memorable 

P é p é s   P i z z a 
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Phishing detection with user-centric IdMan 

Client 

The 

Mafia 
User 

Server 

Access 
2 

HTML

Mafia 

Fake login page 
6 
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Server 

certificate 
3 Mafia 

5 

TLS setup 4 

1 
Phishing email 

Mafia 

7 

Warning ! 

No petname 



User-centric server authentication 

Client 

Bank 
User 

Server 

Access 
1 

HTML

Bank 

Correct login page 
5 
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Server 

certificate 
2 Bank 

4 

TLS setup 3 

Bank 

6 

Petname 
  

  

 

  7 Correct Login 



Thank you for your attention 

Questions? 
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