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Backjround

24-0l13: Trend Micro reports that of

wor\(in5 NorwWeaian have use a
senartphone, PC or Vad Yo handle

Mj chronicle at Com?u’cerworld, 25.01.2013:
«Hold dir\jSen din for dej selv»

Aad articles in Advokatbladet Sey& 20l & A'?r'll
2012



Definttions

- Brinj Your Ovin Device -
o «Use jour oWN eclui\?mer\’c Yo do \jour ;\0\9»

= Mobile Device Manajemen% —
o Soltviare for con’crollinj cobile devices

. /rrac,\('lr\j, remote deletion, maintenance,

control,



‘Dev.lc'es je‘t: B Lavnch of new iPhone model

Damajzd / lost / stolen iPhone

BV IEN
Damaged (?)

ot returned or deS{'rosjed

Lost (?)

Not found aﬁain

No re?or’cinj to police



Orjanisa’cion.' g
My v «Need»:

oY nOo waj...

| Want to do m ;30\9 fast,
correct and easj.

| Want Internet access, and

all the *ools | need %o do
Mj Sob. >
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Suwor’c Rad 4Uj SO Auditor
Orjar\isaﬁon XY



\
What do \j:\u have on uoor i?ad?

y

A'Wle / Konto [ . R News, S?oﬂ(:\j,
Geoall £ IMAPY mail = Nine, Kindle
i mww
T witter/ Facebook “ © Evernote
4003[2*‘ , Linkedin Finn i Phone
S\(u)?e, - Wol@ramA'l‘)\\a, FINN.~o
% T

Berjen Taxi, Instaaram
. . S-\:oraje / Bac.\(u?
Norweaian relSeaW

S APP- NetHix Q) + confia, usrnames &
S?roui: Social / Klout ?ng for: NPN, WLAN

iCloud

Norsk ’r'lw'lns /

P Offers ZFA authentication
[ Rerluires ZFA authentication

= §?er$onallj sensitive info ar\d/ or financial risk



Help, I've been

hac ked!
(Lost /stolen eiui?men%)
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Mobile Device = Client Side Risk

= USUall‘j 2 4——45& PN

Rockdou

Phusical access

Phone Conrtrol sustem

o User selected PIN: ’ro?IOO used by «most»
o Apple i05: 4—49& PN kan be cratked in <40 min

x Device/memcar er\c,rj?’cior\ not ?ossible

= MDM often dever\ds on \Deir\j online (.35(*\/ wift)



Client — Server Comms Risk

Cipher Suites (S5Lv3+ suites in server-preferred order, then 55Lv2 suites where used)
WITH_RC4_128_MD5 {0xd)
WITH_RC4_128_5HA (0x5)

 WITH_3DES_EDE_CBC_SHA {0xa)

TLS_RC2_128_CBC_WITH_MD5 {0x30080)

TLS_DES_192_EDE3_CBC_WITH

TLS_RC4_128_WITH_MD5 {0x10080)

(wivivissliiabs.com — free check of SSL CO“gj on webservers)



(A'Wle) Cloud Securi’nj

Demo time.

http://www.wired.com/gadgetlab/2012/08/apple-amazon-mat-honan-hacking/
http://www.tv2.no/nyheter/innenriks/nakne-tenaaringsjenter-selges-paa-nett-3961421.html



Server Side Riskk OWA

Free tools on the Internet has automation modules readil\j available.



Norwejiar\ Data Protection A’u’ckor&j.'

Rij\\’c of access does not an ‘o ecluivmen’c
that \Workers themselVes owin.

ThiS means that the employer does not have
leaal access to documests stored in the
em?lo ee's ?riva%e Q ui?men‘t, even iF Hhis

ealui?mer\’c from time to tHime may be used
for wWork-related ac,’civi’cie?.

www.datatilsynet.no/Global/05_regelverk/epostforskriften _merknader.pdf



MDM Lejal Access

Em?lo‘jer can not. Em?lO\jer cCan.
» Obtain 2 list of . Recl})ire PIN/ Passviord
O A'WS ol Recluire enc,r\j‘;’cior\

O Ca{'aloD/ fle names

0 Document names

* Read / change 4rej Areas.
" Trackin

» Remote lock
» Kemote wi?e
u C_or\(:lﬁ control (.audi‘b)

0 Documents
o Pictures

o Nideos

o Sound Hles



Kec omnmendations

n Emylowjer bujs & ovins all ealui?men{: needed
= Written & ac.\(nowlejed ?roc,edures for lejal

Access
» 74xF incident \\ar\dlir\j roup ORT)
O Ma\j include lock / Wipe / delete
= Secure client=server commounication
o No defaults, ?leaSe!
" food practice SSL/TLS confiq on server
o No defaults, ?leaSe!

= Personal use of cloud services should be avoided
for work—related info & tasks.



Password stufl.

Per Thorsheim
Securiby Ardvisor
God “Praksis

Twitter, @Horsheim



(P\N ?ads

(Somevthere not im?or{:ar\{:) London S{:ans’ced airvor%
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Flauring out our next password.
’!:’3 Sj\NORD PROFILING



Oensive ?ro(-illr\j.' ’r\\rea’cajer\’c.c,om

Current Wordlist

Company MNasjonal Sikkerhetsmyndighet

Word Count: A693

Download Wordlist Delete Wordlist

PAS S I S I u N vou are limited to ene saved wordlist. Delete this one to create anothe
Passision allows humans to create location & organization aware w
A Wordlists contain profanity

w Preview Wordlist

rett

innhold

http://drbOn3z.wordpress.com/2013/04/21/passision-new-wordlist-creation-tool/



Linkedin

LINKEDIN: PASS PHRASES

Defensive ?ro(:ll'lr\ |

LINKEDIN: BASE WORDS

TOP 15 BASE WORDS USED IN LINKEDIN PASSWORDS BAD PASS PHRASES FOUND ON LINKEDIN

Unique user passwords

10,000 20,000 30,000 40,000 50,000 There Is no fate but what we make

linkedin 46,193

uv‘ N : e
love O\ & /%
link @ e '
ANNG  fr— ; ~ The light shines in the darkness

In the beginning was the Word

pass Y Truth sefs you free

linked
jack
blue
john
mark
mike
chris
nick
paul

password

|
Base word s the word

used in mi::smd with
additional characthers or
numbers added to it.

= Can this be connected
to Linkedin?

Infarmation & statistics by; Intograghic & ldeas by:
Jaremi Gosnay (@ymgosnay) Tom Kristion Tantssen

Par Theesheam: (@hors heim)

EVRY

www. Ty com

Other used pass phrases:

look at my horse my horse is amazing

from genesis to revelations
happy healthy wealthy and wise
give me liberty or give me death
chi va piano va sano e va lontano
east of the sun west of the moon
every cloud has a silver line

Yo no quiero volver me tan loco
elvis has left the building

Jesus chrysler supercar

big trouble in little china
what the f*ck is happening
forever blowing bubbles
work smarter not harder
you are my sunshine <3

| need a vacation

you get what you give
crisscross applesauce
everything is destined

Informatica & stesstis by.
Per Thorshelm &
Jeemmd Gasney (Symgasner)

inéogrophic & Kisos by:
Tem Kestizn Teetissen

EVRY




Color wWords in Linkedin passwords

LINKEDIN: POP COLORS

TOP COLORS USED IN LINKEDIN PASSWORDS

998 665 455

* Numbers = unique user passwords

= Can this be connected
to linkedin?

indogruphic & kies By:
Tom Kestian Taemssan




Linkedin share ?ric,e de\/elo?men’c

RANGE: 1D : BD 1M 0 2 0 8M C YTD 1y | 2% @ BY

Il LNKD lews Stories




Charsets & Kejs?ace Calcvlations

" 4 characker rouvs.'

o lowercase, UPPERCASE, 0-9, b#/&/()=""+
= Unicode 6.0 was 107242 characters (V)

o Nideo. https://vimeo.com/48858289
s Effect of password policies on \iejS?ac,e

reductions:

http://openwall.info/wiki/john/policy



g %3 Mikko Hypponen X

This 1s the widest Unicode character I've seen:

I T

] (P
Yes, that's one character. You could fit 140 of them in a
Tweet. Or 250 in a domain name.

¢« 1TI W eee

@eqe (Andy Isaacson)
@mikko The meaning is interesting too: en.wikipedia.org/wiki/Basmala

Matthieu Aikins
@mikko It says 'In the name of God the Most Gracious and Most Merciful'
in Arabic, one the most common Islamic invocations.

Favstar.fm 50%'s
2 @mikko Congrats on your 50% tweet! favstar.im/t/325880194277 ...

Jgasll agd

@mikko

It takes 22 characters to write it in Arabic. The translation is:
"In the name of God, The most Gracious, The most Merciful"

Mikko Hypponen X
@fahadinc That's an excellent compression ratio. 53 characters in
English, 22 in Arabic, 1 in Unicode.




O?era’cior\ «Face Factor»

. Uniiue owor‘tunﬂ:\j
= 5000+ headshots
= Passwords, full name etc available

- anal:)}e.'



(ate jo rija’cion

@ Gender C /\Z ai;a?:lor
= Glasses (Y/N) &

(B  Blony,

- ¥ ally |
Hair color B"Un“zﬂ.e[ond

Facial hair Reclheay



. and the reSuH:?

Women ?re{:er lenj{:k.
Men Pre(:Qr Varie’c\j (.et\‘h'oysj).

«Nnix jurus» came In last.



\
The Passwords conference

» /012 archive. Passwords!Z atifiuio.no

* Plannina Z conferences this uear:

o Las \Iejas, end of Tulj. CFY open until Maj
|+ O?era’cional ?erS?ed:lVQ. See ?asswordScon.orj

O Berjen, December. FRISC. Academic ?ersvec’d\/e.



Robert Morris

Wl The three 5olden rules to ensure

, '] computer Securihy are!

. Do not owWn 2 computer;
Z. Do not povier it on;

5. And do not use i

"Never underestimate the attention, risk, monesj and
fime that an owor\er\‘l: Wil ?u\: into readinj rrallic



Thank you.l

@ Per Thorsheim
@ Sec,uri{'\jnirvana.blossvo%.com

Q (@thorsheim
o /God Praksis

/ User/thorsheim

@ ?er.’c\\orskelm

@ +47 90 99 92 59




