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Goal of this Lecture 

ÅGive you some background and history of security 

assurance problems and story from an industrial 

supplier and socio-technical systems security 

research perspective. 

ÅGive you some  back ground to the Common 

Criteria as a ñsecurity researcherò 

ÅEncourage more ñnaµveñ inductivistò and 

empirical research in information security systems 

security 

ÅImprove the strength of our common socio-

technical security value chain. 

 

 



Outline 

ÅBackground War Stories 

ï Why I am Jaded! 

ÅA Naïve inductivist 

ïWhy I use a socio-technical systems approach to 

deal with information security, past and present  

ÅPractise and Standard choose for certification 

ïñAll is not quite on the Western/Eastern Front!ò 

ïPast and Present experience with using common 

criteria 



2013-05-03 

We are here ñsystem modelingò. 



Background 



ABCôs of Professor (Killer) Kowalski 

A. research focuses on understanding and 

improving how administrative security 

and technology security work together.  

 

The real Killer Kowalski 
http://www.youtube.com/watch?v=lKr9qDL6_h4&NR=1

&feature=endscreen 
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ABCôs of Secure Socio-technical 

systems scientist Kowalski 

B. uses a socio-technical research paradigm and studies 

information security at many different levels of society 

included national, organizational and individual levels.  

 

 Kowalski, S. (1994) IT Insecurity: A Multi-

disciplinary Inquiry. Diss. The Royal Institute 

of Technology, Department of Computer and 

Systems Science Stockholm Univ. Report 

series No. 94-040, Stockholm.  

 



ABCôs of Security Worker Kowalski 
C. research work and industrial work in 

security stretch over 30 years and 

included both theoretical and  empirical 

research and product and services 

security. 

 



Work with security in  

Industrial vs University   

 
Å Deal with complex problems. 

Å Must give simple solutions. 

Å Deal with simple problems. 

Å Must give complex solutions 

to get published, J. 

Industry University 


