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Goal of this Lecture

Give you some background and history of security
assurance problems and story from an industrial
supplier and socio-technical systems security
research perspective.

Give you some back ground to the Common
Criteria as a “security researcher”

Encourage more “naive* inductivist” and
empirical research in information security systems
security

Improve the strength of our common socio-
technical security value chain.



Outline

« Background War Stories
— Why | am Jaded!
« A Naive inductivist

— Why | use a socio-technical systems approach to
deal with information security, past and present

» Practise and Standard choose for certification
— “All 1s not quite on the Western/Eastern Front!”

— Past and Present experience with using common
criteria
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We are here “system modeling”.



Background

Elektroniska motorvagar
kraver samordning

@ IT-samhaillet med data-
lagrad information och
utbyte via elektroniska
motorvigar, skarper kra-
ven pa sidkerhet.

— Regler, tekniska
hjalpmedel och lagar
maste samordnas, bade
nationellt och internatio-
nellt, havdar Stewart Ko-
walski, nybliven doktor
vid KTH i IT-sékerhet.

Doktorsavhandlingen ”IT Inse-
curity: A Multi-disciplinary In-
quiry” spanner Over ett brett
falt: Systemteori, sociologi, kri-
minologi, datavetenskap och
informationsteori.

Fullgoda sikerhetsregler
for informationsskydd kriver
analys av hur information be-
arbetas, lagras och 6verférs
elektroniskt, siger Stewart Ko-
walski.

Manga av de tidigare sociala
och tekniska kontrollmekanis-
merna fungerar inte lingre till-
fredstillande i informations-
sambhaillet.

Vi kan inte lidngre férlita
oss pa vakter, las och larm for
att sikra vardefull information.

Stewart Kowalski, utbildad
hos Kanadas berémda réd-
rockar”, Royal Canadian Moun-
ted Police, redovisar i sin
avhandling en analys av 47
svenska databrott rapportera-
de aren 1987-89.

- Tvatrc,djedelar av brotten
hade faktiskt kunnat férhind-
rats, om folk hade anvidnt de
verktyg for datasikerhet som
finns redan idag.

Etikfragor viktiga

Han har ocksa undersokt olika
sidkerhetsmodeller och uppfatt-
ningar med pejling pa etiska,
politiska, juridiska, funktionel-
la och tekniska krav.

Nir tekniken utvecklas, for-
dndras sambhaillet. Vilket i sin
tur paverkar den allminna mo-
ralen om ritt och oritt.

— Det betyder att nya siker-
hetsmodeller krivs i det fram-
vixande IT-samhillet.

Ett exempel som han tar upp
ar sekretessen inom sjukvar-
den och problemen med siker
datadverforing av patientjour-
naler.

— Etikreglerna i t ex Storbri-
tannien stimmer inte med
svenska, vilket gér det svart
att samarbeta 6ver grinserna,
sager Stewart Kowalski, som
skisserar en modell for att 16sa
problemet.

Ett annat problem vad giller
informationsteknologins an-
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— Tekniker och humanister mdste tillsammans arbeta fram
nya, gemensamma regler for datasikerhet, siger Stewart
Kowalski, nybliven svensk doktor i IT- “sikerhet med en grund-
utbzldmng hos Kanadas berémda "rédrockar”.

vandning, ar ironiskt nog bris-
ten pa information.

— Olika regler, eller avsakna-
den av sddana, om vad som fal-
ler under begreppet databrott,
gor det svart att ta ett samlat
grepp. Och didrmed komma
fram till en_enhetlig nationell
respektive internationell lag-
stiftning.

Datamissbruk dkar

Idag ar datamissbruk ett viix-
ande problem i alla industrildan-
der. Men man famlar i blindo
tten att fi bukt med da-
lder, hacking, virussprid-

1994 ARGANG 7

ning, olaglig avlyssning och pi-
ratkopiering.

Har har Stewart Kowalski
bl a fragat svenska och kana-
densiska datastudenter om de-
ras erfarenhet.

32 procent av de kanadensis-
ka studenterna hade nagon
gang forsokt ta sig in i ett data-
system, medan motsvarande
siffra_for Sverige var 22 pro-
cent. En klar majoritet, eller 56
procent, av kanadensarna hade
nagon gang anvint piratkopie-
rad programvara, medan siff-
ran fér de svenska endast var
19 procent.

I undersékningen ingick
aven frigor med pejl pid den
etiska instillningen. Var det
t ex ritt att utnyttja arbetsgiva-
rens datatid for annans rik-
ning, anvianda lésenord som
man kommit éver, eller kopiera
ett program for att anvinda hos
en ny arbetsgivare?

Enhetliga regler krivs

En klar majoritet bade i Ka-
nada och Sverige fann detta
oetiskt. Didremot tyckte 44 pro-
cent av de kanadensiska stu-
denterna resp 62 procent av de
svenska, att det var OK att ef-
ter arbetstid kéra egna pro-
gram pa arbetsgivarens dator.

Intressant att notera: De som
rakat ut fér datavirus, var mer
benigna att hilla med om att
plrdtkoplcrlng Ar oetiskt.

Vad kan vi di gora for att fa
bittre och mer enhetliga regler
for informationssikerhet?

Tekniker och humanister
maste tillsammans komma
overens om vad som ir god si-
kerhet och god etik, siger Ste-
wart Kowalski

— Det gar inte att tvinga fram
regler, som inte bottnar i en ge-
mensam, allmin uppfattning
om ritt och fel.

STEN HOLMBERG

Intresserade kan bestilla avhandlingen
hos EvaJansson, DSV, Institutionen for
Data- och Syuemummskap Stockholms
unxvervxte-t/K7H el 08-16 16 04 eller
Jax 08-703 90 2!




ABC’s of Professor (Killer) Kowalski

A. research focuses on understanding and
Improving how administrative security
and technology security work together.

ol Overvaknin || Revision &
g & kontroll || Yppfolinin
g \

Informationssakerhet (HB 550)

The real Killer Kowalski

http://www.youtube.com/watch?v=IKr9gDL6_h4&NR=1
&feature=endscreen



ABC’s of Secure Socio-technical
systems scientist Kowalski

B. uses a socio-technical research paradigm and studies
Information security at many different levels of society
Included national, organizational and individual levels.

Figure 1.8 System of Socio-technical Systems
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disciplinary Inquiry. Diss. The Royal Institute
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ABC’s of Security Worker Kowalski

C. research work and industrial work in
security stretch over 30 years and

Included both theoretical and empirical
research and product and services




Work with security In
Industrial vs University

Industry University

« Deal with complex problems. < Deal with simple problems.

« Must give simple solutions. * Must give complex solutions
to get published, ©.

ork 2002091 ot - Adobe Acrodat Standand
View Document Comments Forms Took Adanced Window Help

ERICSSON Z

ICT
Security

Policy Guidelines for Telecom Sector in Pakistan

R Y

Islamabad November 25, 200
Pakistan Telecommunication Authority (PTA),
Dr.Mohammed Yaseen chairing a meeting of
Expert Group Forum on Information Security
Guidelines held at PTA Headquarters.




Work Experience Stretched Over
our common IT/IS Security Value Chain




Work Experience Stretched Over
our common IT/IS Security Value Chain

- Product
Researching itandardlzmg Management Sales Operations
Teaching : Development Support &
Regulation Services

Crypto Key Managment Systems Designer
Philips Fiancial Business System
1988




Stewart Kowalski Work Experience Along the
IT/IS Security Value Chain

- Product
Researching itandardlzmg Management Sales Operations
Teaching . Deve|0pment Support &
Regulation Services

Assitant Professor
Computer & Telecom
Secruity and Business

1989 :
Stockholm Universtiy g;x_/lpto II:<_ey '\."?”é‘gme“t SSy st(tems Designer
Royal Institute of Technology H1Ips Flanclal BUusiness system

1988

University College Gavle
Stockholm School of Economics




Stewart Kowalski Work Experience Along the

IT/IS Security Value Chain
Manager

Product
Researching tandardlzmg Management Sales Operatlons
Teaching Development Support
Regulatlon Serwces
Research

Business + Security
Telia 1998

Assitant Professor
Computer & Telecom
Secruity and Business

1989 :
Stockholm Universtiy g;x_/lpto II:<_ey '\."?”é‘gme“t SSy st(tems Designer
Royal Institute of Technology H1Ips Flanclal BUusiness system

University College Gavle 1988

Stockholm School of Economics




Stewart Kowalski Work Experience Stretched along

IT/IS Security Value Chain

.. Product
itandardlzmg Management Sales Operations
: Development Support &
Regulation Services

)

Researching
Teaching
Manager

Research

Business + Security

Telia 1998

Assitant Professor

Computer & Telecom

Secruity and Business

1989

Stockholm Universtiy

Royal Institute of Technology
University College Gavle
Stockholm School of Economics

Senior Security
Management Consult Ericsson
1999

Crypto Key Managment Systems Designer
Philips Fiancial Business System
1988



Stewart Kowalski Work Experience Stretched along

IT/IS Security Value Chain
Manager

.. Product
Researching itandardlzmg Management Sales Operations
Teaching . Deve|0pment SUppOft &
Regulation Services
Research

Business + Security

Telia 1998 Strategic Product Manager
Security and Fraud Prevention
Core Networks Ericsson

2002
Senior Security

Assitant Professor Management Consult Ericsson
Computer & Telecom 1999
Secruity and Business
1989 :
Stockholm Universtiy Crypto K_ey I\_/Ianagment Systems Designer
Royal Institute of Technology Egéléps Fiancial Business System

University College Gavle
Stockholm School of Economics




Stewart Kowalski Work Experience Stretched along

IT/IS Security Value Chain

Product
Researching tandardlzmg Management Sales Operatlons
Teaching Development Support
Regulatlon Serwces

Manager

Research

Business + Security
Telia 1998

Manager

Ericsson Security
Evaluations
Competence Center
2003

Assitant Professor

Computer & Telecom

Secruity and Business

1989

Stockholm Universtiy

Royal Institute of Technology
University College Gavle
Stockholm School of Econmics

Strategic Product Manager
Security and Fraud Prevention
Core Networks Ericsson

2002 Senior Security

Management Consult Ericsson
1999

Crypto Key Managment Systems Designer
Philips Fiancial Business System
1988



Stewart Kowalski Work Experience Stretched along
IT/IS Security Value Chain

Product
Researching tandardlzmg Management Sales Operatlons
Teaching Development Support
Regulatlon Serwces

Manager
Ericsson Security Evaluations
Competence Center

Manager
Research Risk & Security

Business + Security Business Unit Global Services
Telia 1998 2003 Global Network Operations Center

Strategic Product Manager 2006-2009

Manger

Security and Fraud Prevention
Core Networks Ericsson

2002 . .
) Senior Security
Assitant Professor Management Consult Ericsson
Computer & Telecom 1999
Secruity and Business
1989

Crypto Key Managment Systems Designer
Philips Fiancial Business System
1988

Stockholm Universtiy

Royal Institute of Technology
University College Gavle
Stockholm School of Economics




Stewart Kowalski Work Experience Stretched along

IT/IS Security Value Chain

Product
Researching tandardlzmg Management Sales Operatlons
Teaching Development Support
Regulatlon Serwces

Manager Manager Senior Security Archltecte and Manger
Ericsson Security Evaluations ~ Product Manager Risk & Security
Research . . ) . .
Business + Security Competence Center Huawei Technologies Business Unit Global Sgrwces
Telia 1998 2003 2009- 2011 Global Network Operations Center
2006-2009

Associate Professor 17 May 2010
Assitant Professor

Computer & Telecom

Secruity and Business

1989

Stockholm Universtiy

Royal Institute of Technology
University College Gavle
Stockholm School of Economics

Strategic Product Manager
Security and Fraud Prevention
Core Networks Ericsson

2002 Senior Security

Management Consult Ericsson
1999

Crypto Key Managment Systems Designer
Philips Fiancial Business System
1988



Stewart Kowalski Work Experience Stretched along

IT/IS Security Value Chain

- Product
Researching itandardlzmg Management Sales Operations
Teaching : Development Support &
Regulation Services

Manager Manager Senior Security Architecte and Manger
Ericsson Security Evaluations ~ Product Manager Risk & Security
Research . . ) . .
Business + Security Competence Center Huawei Technologies Business Unit Global Sgrwces
Telia 1998 2003 2009- 2011 Global Network Operations Center
2006-2009

Full time academic 1st April 2011
Associate Professor

Computer & Telecom

Secruity and Business

1989

Stockholm Universtiy

Royal Institute of Technology
University College Gavle
Stockholm School of Business

Strategic Product Manager
Security and Fraud Prevention
Core Networks Ericsson

2002 Senior Security

Management Consult Ericsson
1999

Crypto Key Managment Systems Designer
Philips Fiancial Business System
1988



Stewart Kowalski Work Experience Stretched along
IT/IS Security Value Chain

- Product
Researching itandardlzmg Management Sales Operations
Teaching : Development Support &
Regulation Services

Manager Manager Senior Security Architecte and Manger
Ericsson Security Evaluations ~ Product Manager Risk & Security
Research . . ) . .
Business + Security Competence Center Huawei Technologies Business Unit Global Sgrwces
Telia 1998 2003 2009- 2011 Global Network Operations Center
2006-2009

Strategic Product Manager
Security and Fraud Prevention
Core Networks Ericsson

2002 . .
Senior Security
Full Professor Information Security 1st August 2012 Management Consult Ericsson
Associate Professor 1999
Computer & Telecom
Secruity and Business Crypto Key Managment Systems Designer
1989 A .
Philips Fiancial Business System

Stockholm Universtiy
Royal Institute of Technology
University College Gavle
Stockholm School of Business
University College Gjavik
Py P

1988




The Socio Techncial Systems
Approach

e Eric Trist and Ken Bamforth
— 1950
— Coal mine

— Three levels
« primary work system
 the whole organization
« macro-social phenomena

e |S area


http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory
http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory
http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory
http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory

Systems engineering

Organisations
Socio-
technical
systems Processes
engineering

Applications
Software
. engineering
Operating system
Network
Computers

2013-05-03



Diagram/schematic of theory
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System Syatem
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Sociotechnical Home Page

Sociotechnical Study Group - 15G
Introduction
This is an interdisciplinary research group organised by the |SG which studies the dynamic relationship between society and
information security technologies. It is currently supported by researchers from both the social and mathematical sciences.
Researchers from all academic disciplines with an interest in social research and information security are warmly welcomed.

Scope of Research
Sociotechnical studies in infermation secunty : This includes both organisational information secunty research and
sociological research in the wider “Information Society” context. In parficular, these studies cover:

+ information securify policy formulation and implementation; design and implementation of information security
governance models and processes; performance measurement of security management approaches; and

+ issues of public frust and confidence in the wider "Information Society” context and assessment of infermation
securily practices.

Study Activities
The group mests on Fridays. 11.00-13.00 in McCrea 229 during term-time and in each session undertakes one of the following
activities:

+ Paper critique
+ Research methods training
+ Seminar and discussion session

Seminar Programme
All are welcome to our seminar programme. We invite speakers with an interest in society and security techologies from

across the social sciences and humanities to speak on the programme. Abstracts are published circa one week before the
event. All seminars take place in McCrea, Room 229, 11.00-13.00, unless otherwise advertised.

Seminars for the current term:

18th Febuary - Waolter Pieters, University of Twente

25th February - Professor Duska Rosenberg, RHUL

Socio-Technical Research Projects
The ISG is currently participating in the following sociotechnical research projects: Visualisation and Other Methods of

Expression

Contact
For further details on the study group's activities or if you wish to be added to our mailing list, please contact: Lizzie.Coles-
Kemp@rhul.ac.uk

2013-05-03 / Louise Yngstrom, DSV SecLab



K Snipping Tool =

STAST | ist WORKSHOP ON
2011 SOCID-TECHNICAL ASPECTS IN SECURITY AND TRUST

Drag the cursor around the area you want t

B-8 Sentember 2011, Milan, Italy

Home Organization Call for Papers  Paper submission  Registration  Programme

Important Dates Programme Supported by
The workshop’s programme is also available in PDF

Paper
Fune26 Session 1: Invited Talk
12 June 2011 (extended)
Notification: 9:10-10:15 On collaboration and n llaboration in network security - two case studies _
4y 2014 Prof. Luca Vigand (Univ. of Verona) securityandtrustlu
11 July 2011

Abstract: The study of collabaration (and of non-collaboration) is becoming more and more important

bl versioniduc: in the formal analysis of modern systems for network security since the attitude of the system agents

20 July 2011 may actually play a crucial role in ensuring, or endangering, the security of the system as a whole. In °
Workshop: this talk, | will present two case studies that illustrate this further (joint work with Matteo Cristani Il III III
8 September 2011 and Erisa Karafili, and Maria-Camilla Fiazza and Michele Peroli, respectively). First, | will consider the .
fact that, similar to what happens between humans in the real world, in open multi-agent systems UNIVERSITE DU
distributed over the Internet, such as online social networks or wiki technologies, agents often form LUXEMBOURG

coalitions by agreeing to act as a whole in order to achieve certain common goals. However, agent
coalitions are not always a desirable feature of a system, as malicious or corrupt agents may
Technical collaborate in order to subvert or attack the system. | will thus consider the problem of hidden
CO-SPOHSOI’S coalitions, whose existence and the purposes they aim to achieve are not known to the system, and
present a solution to this problem by means of methods that block the actions of potentially
dangerous agents, i.e. possibly belonging to such coalitions. Second, | will discuss how although

computer security typically revolves around threats, attacks and defenses, the sub-field of security

@IE E E protocol analysis (SPA) has so far focused almost exclusively on the notion of attack. | will motivate ( " [r——
that there is room in SPA for a fruitful notion of defense and that the conceptual bridge lies in the <7 DE MONTFORT
notion of multiple non-collaborating attackers. To support SPA for defense-identification, I will % LUEIEEIs?EERRSITY

propose a paradigm shift that brings security closer to the conceptual tools of fields that have a rich
notion of agent, such as robotics and Al, in contrast to the weak notion of agent that is typical of
SPA.

10:15-11:45  Coffee break

Session 2: Security and Trust Models with Social/Human Aspects

10:45-11:15  Security Requirements Engineering via Commitments
F. Dalpiaz, E. Paja, and P. Giorgini (University of Trento)

2013-05-03 / Louise Yngstrom, DSV SecLab
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Description
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Development (I1JSKD)
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« Why do we model?
* How do we model?



Why Do We Model

Some like to undestand what they believe In.
Others like to believe in what they understand.
(Stainslaw Jerzy Lec)

Which one are you?

Niave Mental Models

“engineering vs science”



Theories Concerning

IT Insecurity and IT System
/ Security \

Generalisations Hypothesis
Observations Observations
V\ Reality of the
IT Insecurity and IT /
Naive SyStEIHS Securil_-y SDphiSfiC&'[Ed
Inductivist Falsificationist
Some like to believe in what they Eglr?e?/gﬁ,to undestand what they

understand

Naive inductivist and sophisticated falsificationist [Kowalski, 1994]



Mental Models

The concept was first introduced by Kenneth Craik in his book The
Nature of Explanation (1943).

— that the mind forms models of reality and uses them to predict similar
future events.

User gain experience by seeing and using thinks and systems

User gradually form a working model of the systems based on their
past experience.

As they use gain more experience they develop a model to predict
how the system works or does not work


http://managementhelp.org/systems/systems.htm

Mental Model ATM

HOK Do
BANK
MACHINES

NELL, LETS SAY You
WANT 25 DOLLARS. YOU
PUNCH IN THE AMOUNT,,

QUR GARAGE
AND QPENS

AND BEMIND THE MACHINE | [ soRr of Like | Eyacmuy,
THERES A GUY WITH A || THE 601 WHO |
RINTING PRESS WHO _J [LIVES P IN | /223




Naive physics

(Visual Logic)
« What would happen to a ball shot through
this pipe?

 People often respond by assuming
curv | I | Nnear mome ntu m In anoter expeiment on ntutive eliefs about i persitene of cuved

motion, paricipans were asked to imagine & bal being forceflly mected o 2

— McClos key and Proffitt e tbe(Kaer,MoClskey, & Profi, 186, Neay elbecollgesden
and ncarly ll he elementary shool children flscl believed tha the ball would

confine 0 follow acurved pah when it exied thecurved tube. Intiton suggests



Basic System Theory Model

Abstract Systems

33



System Theory Architecture
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System Theory
Action Architecture

Abstract

Influence
Observe
Measure
Understand

Explain
Predict

Control /

(Mind the GAP)

35



Control Gaps

Figure 3.1 Abuse Opportunities and Control Capabilities vs. Time
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What we/they can do with IT

&
What we can control with IT
Vs
Time Do
Control
THE
Gap
1976 2009

Time



What we/they can do with IT

&
What you can control with IT
Vs
Time Do
Control
Company
Gap Your gap
1976 2009

Time



System Theory
Action Architecture

Influence
Observe
Measure
Understand
Explain
Predict

Control

Abstract
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Abstract and Concrete Model
(AND GATE)

Abstract GATE
The AMD operation will be signified by AB
A .
AND AB or AB. Other common mathematical
B notations for it are A~ B and AnNG, called

the intersection of A and B.

]
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Abstract Model
Computer System

Level 5 Problem-oriented language
level
Translation {compiler)
Level 4 Assembly language level
_— Translation {assembler)
Level = Operating system machine
: lewvel

Partial interpretation
{opearating svstem)

Level 2 Conventional machine level

interpretation
{microprograml

T

Level 1 Microprogramming leve!l

Microprograms are directly
executed by the hardware

G-

Lewvel O Digital logic level

> AR s AL S S el r .



Mental Model
Systems of Systems

LEVEL
Cell A — The AND operation will be signified by AB
AND AB ar & 8. Other common mathematical
Organ B notations for it are A8 and ANB, called
the intersection of 4 and B.
Organism
A | B| Dut
Group 0|0 0
o1 0
10 0
11101

Organization

14 13

ST
PHEL

Society

Supranational
System




Model ICT

Level 5 | Problem-criented language
level

Translation {compiler)

Level 4 | Assembly language level

e Translation {assembler)

Level 3 | Operating system machine
’ level

Partial interpretation
{operating system)

Level 2 | copventional machine level

Interpretation
(microprogram)

Level 1| Microprogramming level 1
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Outline

« Background
« Why do we model?
* How do we model?



Research Approach

Nature may turn out not to be organised into disciplines
quite the same way as universities are [ACKO 68 p 121].

The research for these papers and reports were conducted within a
multi-disciplinary academic framework at the Royal Institute of
Technology referred to as computer and systems science.

The emphasis has been more towards systems science than computer
science discipline. One of the general premises or axioms of systems
sciences is that all systems, be they abstract, conceptual or concrete,
share certain common identifiable and observable characteristics
[MILL 78]. It is believed that once these common characteristics are
properly understood, they can be used to understand, explain, predict,
control, create, destroy any type of system with a given degree of
certainty. Thus, when looking at the problem of IT systems security,
there is the assumption that these classes or types of systems share
certain characteristics common with all systems such as hierarchies of
subsystems, emergent properties, boundaries, movement to entropy,
etc. It is also assumed that these common characteristics can be used
to understand, explain, predict, control, create, destroy IT security
systems with a degree of certainty.



Modeling Social Technical Systems
Abstract Insecurit

Figure 1.3 Venn Diagram Insecurity in The Scheme of Things
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Theories Concerning

IT Insecurity and IT System
/ Security \

Generalisations Hypothesis
Observations Observations
V\ Reality of the
IT Insecurity and IT /
Naive SyStEIHS Securil_-y SDphiSfiC&'[Ed
Inductivist Falsificationist
Some like to believe in what they Eglr?e?/gﬁ,to undestand what they

understand

Naive inductivist and sophisticated falsificationist [Kowalski, 1994]
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49 Computer Crime Cases

SBC IT Crime Report
Framework

Actual IT
Crime Cases
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My Mental Model ICT Insecurity
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Model Systems
K.I.S.S.
Keep it simple Stewart

Figure 1.5 A Model of Technology and Social Change

A Socio-technical System




The Model of the Century.-)
Common identifiable and observable characteristics of any human organization!
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Concrete-Abstract
(Secuirty = Balance=Homestisis

Figure 1.6 Social-Technical System: Subject to Influences from the

Environment

Weather Systems

Socio-technical System A
in Disequilibrium

(B
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Socio-technical System B
in Equilibrium




Make 1t Comp

Figure 1.7 Socio-technical IT Security Measure Against Virus Threat
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Make 1t Complicated

Figure 1.8 System of Socio-technical Systems
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Concrete abstract living
Mental Model

Figure 13.3. SBC Framework
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Living-Abstract-Concrete

Figure 1.13 Socio-technical Labeling
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Keep 1t Simply Secure

Figure 1.14 SBC Model and Technology and Social Change
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An Insecure Socio-technical System
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A (s)ecure Socio-technical System
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Chapter 1

e Class room or home work™ active.
DISCUSS with your neighbor where

Figure 1.17 Depth and Breadth of Present and Future Work
Breadth IT
Social «fg——— Insecurity Problem ————pp Technical

Sociology  Organizational System Information  Computer
Criminology Theory  Science  Systems Science

i il ;|

P el i e

G5 g -

ke o = e
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2 Py e i 2o

e e o Ph
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i i = Lo

DE‘P th of He .“3 i i
Inquiry : i ;
f‘“; = s

D Covered
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Inquiry

* For those of you studying off campus , either find someone to discuss this with, it could be a friend or a spouce. If this does

not work you can book a skype meeting with me to discuss it.
2013-05-03 y P g



Chapter 1

* Problem Formulation (Historical
Context)

— Paradigm Crisis in formal modeling
computer security end of the 80’s
 Death of secure Multics (see next slide)
 Biba, Bell-LaPadula (Mathemtical 70’s)

 Clark-Wilson (Mathematical-Business
Accounting) 80’s

— «We in the [computer] security community give very little attention to

the task of defining our subject matter; yet we spend a great deal of our
time constructing supposed models of security comparing them with
one another, and building systems based on them. The study of formal
models is important, but focusing only on model building may blind us
2013-05-03 to the fact that we're attempting to build secure systems, where security
has essential empirical content quite apart from our formal
manipulations [YOUN 89 p 47]. Towards a Foundation of Security



Chapter 1

* Problem Formulation (Historical
Context)

— 1. Striving to represent a complex socio-
technical system by replicating it in a
mathematical format (for example, simulation
using a large scale, computerised, albeit
severely constrained, model),

— 2. seeking abstract models to serve as thinking
aids, revealing possible clues or illuminating
some aspect of system behaviour in a different
way (usually such models are simple enough to
abandon without regret, occasionally elegant
enough to cherish) [LINS 84 p 14].

2013-05-03



Brief History MULTICS

» Joint project between MIT, Bell Labs, and GE
 Bell labs withdrew in 1969

« GE Sold its computer business to Honeywell in 1970
who sold Multics as a commercial product

1865 1875 1885 1885 ﬂE
T | | + T | | | | T | | | |
FJCC 6180 B2 2 sites
papers NSS 100
System 5ites guctem B sites p sitas
up canceled
B2
Hﬂﬂ'ﬂ-"'ﬂ'.“ (US government TCSEC) rating achieved by Multics. (See .) Multics got the first B2

rating, in August, 1985, and had the only B2 for many years. A rating at the B level indicates
support for as well as a relatively high level of security assurance.

See . Official letter:


http://www.multicians.org/mgo.html
http://www.multicians.org/mgn.html
http://www.multicians.org/mgm.html
http://www.multicians.org/mga.html
http://www.multicians.org/mulimg/b2-page1.gif
http://www.multicians.org/mulimg/b2-page2.gif

Chapter 1

* Problem Formulation (Historical
Context)

— Computer where starting to be more

networked so we need a networkina
Table 1.2 Problem Layers in Communication [FALK 90 p 9]

Layer “ Problem
Social | - the interests, beliefs and commitments shared as a result
| Pragmatic « the intentions and significations behind the messages
' Semantic e the meanings and validity of what is expressed
Syntactic e the language, the structure the logic used

I Physical

—

I Empiric Jl * the entropy, variety, equivocation encountered

s the media and amount of contact available

FT———

2013-05-03



Chapter 1

* Problem Formulation (Historical

Context)

— Computer where starting to be more
networked so we need a networking

Figure 1.11 SBC Model as Framework for Secure IT Communication
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Figure 1.13 Socio-technical Labeling
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Chapter 1

* Problem Formulation
— Dynamics of socio-technical change and

Insecurity
- — e

2013-05-03



* Problem Formula
Use security framework to put the

Figure 1.11 SBC Model as Framework for Secure IT Communication
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apter 1

Figure 1.14 SBC Model and Technology and Social Change
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Figure 1.8 System of Socio-technical Systems

International System Level

Chapter 1

 Problem Formulation
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Chapter 1

* Problem Formulation
— Dynamics of socio-technical change and

Insecurity
- — e
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Chapter 6 Modeling Abuse
and Collecting Emperical
Data

Table 6.1 Computer Abuse Techniques (Adapted from Neumann [NEUM).

Ideal Type No | Empirical Type

External abuse 1. | Visual spying

Misrepresentation

Physical scavenging

Logical scavenging

Eavesdropping

Interference

Physical attack on or modification of

equipment

8. | Physical removal of equipment

9. | Impersonation

10 { Piggybacking attacks

11. | Playback attacks

12. | Network weaving

Pest programs 13 [ Trojan herse attacks (including letter bombs)

14 | Logic bombs (including time bombs)

15 | Malevolent worm attacks

16 | Virus attacks

Bypassing authentication and | 17 | Trapdoor attack (due to a variety of sources)

authority a) Improper identification and
authentication

b) Improper initialisation or allocation

¢) Improper termination or reallocation

d) Improper validation

e) Naming flaws, confusion's, and aliases

f) Improper encapsulation

g) Asynchronous flaws

h) Other logic errors

18 | Password attacks

Active misuse of authority 19 | Creation, modification, use

(writing and using with (including false data entry)

apparent authorisation)

Passive misuse of authority 20 [Incremental attacks (e.g., salami attacks)

(Reading with apparent

authorisation)

Hardware abuse

bt it R Ed e

21 | Denials of service {(including saturation)
22 | Browsing and searching
23 | Inference and aggregation

2 O 1 3 - O 5 - 0 3 Inaction ig ?d?:z::?:?ffg{f::;;ﬁanne} oo

Indirect 26 | Use as an indirect aid for subsequent abuse




Chapter 6 Modeling Abuse

and Collecting Emperical
Data

Figure 6.4. Mapping Crimes, Misuse Techniques and Criteria

National Computer

Computer Crime I Py
Phenomena Security Criteria
Phenomena
Neumann & Parker
Misuse Typology
Password Attack -
Trapdoor X
Denial of Service -,JI' =
Impersonation W
False Data Entry ~f
Browsing A
Misuse of Authority ~f
Trojan Horse X

R T

2013-05-03 TCSEC - American Orange book
ITSEC- European CTCPEC- Canadain




Chapter 6 Modeling Abuse
and Collecting Emperical

Data

Table 6.4 Cases Reported Mapped to Misuse Typology

Type of Offence No. | Misuse Technigue No.
* computers or programs were used as tools | 19 | Impersonation 3
in the commission of the crime Trapdoor 2
Password attack 1
False data entry 19
Denial of Service 1
Browsing, searching 2
* computers or programs where attacked 2 | Trojan horse attack 1
for criminal purposes Denials of Service 1
* programs were copied, masqueraded, or 14 | Active misuse of
changed in a criminal manner authority
Denial of Service 1
Unable to Use 4
Typology
* computers or computer networks where 12 | Active Misuse of
subjected to unauthorised access or Authority 6
unauthorised use Browsing, searching 1
Insufficient data 5

2013-05-03



Chapter 6 Modeling Abuse and
Collecting Emperical Data

6.5.2 TCSEC
Table 6.5 TCSEC Criteria vs, Reported Misuse Techniques
Misuse Technigue Security Functons Criterion
Impersonation Accountability
Masquerading Tdentification,/ Authentication C1(2.1.2.1)
Trusted Path B2 (3.2.2.1.1)
Trapdoor Security Policy
Discretionary Access Control 2 (2.2.1.1)
Accountability Bl {3.1.2.1)
Identification and Authentication | C2 (2.2.2.2)
Audit
Password attack Accountability
Identification/ Authentication C1(2.1.2.1)
Documentation
Security Features User's guide C1 (2.1.4.2)
False data entry ? ?
Denial of service Security Policy
Discretionary Access Control C2 (2.2.1.1)
Assurance
Trusted Recovery B3 (3.3.3.1.4)
Browsing, searching Security Policy
Mandatory Access Control Bl (3.1.1.4)
Accountability
Audit C2 (2.2.2.2)
Trojan horse attack Security Policy
Discretionary Access Control C2 (2.2.1.1)
Misuse of authority Security Policy
_NE_ Mandatory Access Control Bl (3.1.1.4)
2013-05-03 Labeling Human-Readable Output | Bl (3.1.1.3.2.3)
Accountability
Audit Bl (3.1.2.2)
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Chapter 6 Conclusion

4 - a

Figure 6.5 Computer (In)security Theories and the Computer
(In)security Phenomenon

: Theories
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Revised Theory TCSEC ITSEC CTCPEC
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Chapter 11-12 Using the

SBC Modeling the World,

From 1deal to actual!!

Ideal

Figure 11.2 Prc:cess Meta Model of the U.S.A National Computer
Security Policy Development 1969-1985
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Chapter 11-12 Using the
SBC Modeling the World,
rom Ideal to actual!!

Figure 11.5 Combined Static and Process Meta Model U.S.A. 1989
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Chapter 11-12 Using the
SBC Modeling the World,
From ideal to actual!!

Figure 12.3 SBC Flow Diagram Ethical Subsystem

Principles gy

Education = Ethics ab

Policies

NCSC
Ethical controls are
important ! 1

Requirements

v T ARl

Have ethical |
track at :
conference. 2| |
i

+ .

Implementation

Testing

Codes of ethics and
papers concerning
computer published in

proceedings. 3

A

Papers-discussions
concerning needs of
computer ethics
education in schools.

Survey of student's
ethical attitudes. 34

Figure 12.4 Flow Diagram Disfunctioning Ethical Subsystem

Principles

Policies

Requirements

Testing

Why are ethical
controls important ? 4

Ethical Controls
are
important ! 1

hscuss ethics

N

at
conferences, 2
Codes of ethics
published. 3
AR R
Place codes E
= on bookself. 3a ::

Surveys of students.




Chapter 11-12 Using the
SBC Modeling the World,
From ideal to actual!!

Figure 12.5 Flow Diagram Political Legal Subsystem

Figure 12,6 Flow Diagram of a Possible Future Political Situation

Principles

Policies

Requirements

Implementation

Testing

New laws

needed
?

Computer
Security
Act 1987

ly

Section 6 of Act
Security Plan

2y

1500
Plans

3Y

Review
NIST NSA

>

Principles

NIST over NSA
Security
Critera?

Policies

Several nations
have own
national computer
security critera.

Requirements 4

More U.S
international
involvement.

Implementation

Increase budget
NIST?

Testing

Market Share
decreases.

NT|




Chapter 11-12 Using the
SBC Modeling the World,
From ideal to actual!!

Figure 128 Flow Diagram Disfunctioning Operational Subsystem.
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Outline

« Background War Stories
— Why | am Jaded!
« A Naive inductivist

— Why | use a socio-technical systems approach to
deal with information security, past and present

» Practise and Standard choose for certification
— “All 1s not quite on the Western/Eastern Front!”

— Past and Present experience with using common
criteria
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US companies are urged to shun Huawei

By Jamil Anderlini in Beijing

US companies should not do business with
Huawei, the big Chinese
telecommunications group, if they want to
protect themselves and their country, the
chairman of the US House intelligence
committee has said.

“I would find another vendor if you care
about your intellectual property, if vou care about your consumers’ privacy, and if
you care about the national security of the United States of America,” Mike Rogers
said on a television programme due to be screened on Sunday night.

E 0 % O

More

set to release the findings on Monday of a year-long
investigation into security risks posed by Chinese
ON THIS STORY US market.

Huawsi and ZTE face
congressional grilling

Judging from public comments made by Mr Rogers
Huawei unveils new UK and other committee members, the results of that

invesiments

investigation into Huawei, the world’s biggest maker of

Huawei setto miss out on . .
TR telecoms equipment by revenue, and a smaller Chinese
Steep profits drop adds to ZTE company ZTE are likely to be scathing and to reinforce
woes Washington’s resolve to keep them out of the US

market.

ON THIS TOPIC

The committee is concerned that if Huawei and ZTE
control large parts of US telecoms infrastructure then
Beijing could more easily spy on the US government
and plunder trade and technology secrets from US

Huawei ‘notinterested in the US
any more

Huawei seals 4G deal with Wind
AF bl

His comments on 60 Minutes come as his committee is

telecoms equipment companies trying to break into the
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In the years following the Second World
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business world completely - it was the major
source of capital. the home of advanced
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thinking. Today, we live in a more complex,
more plural _.
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Huawei ‘not interested in the US any more’

By Kathrin Hille in Shenzhen and Paul Taylor in New York

[ share | Clip | Reprints | Print | Email |

Huawei has given up its quest to conquer the COMPANIES VIDEOS
market for telecom network equipment in

the US, where the Chinese company’s sales

efforts have been repeatedly blocked by

security fears.

“We are not interested in the US market any
more,” Eric Xu, executive vice-president,
said at the company’s annual analyst summit on Tuesday. The world’s second-largest
supplier of network gear by revenue has shifted the focus of expansion away from the
US over the past year.

0 Huawei’s decision ends an ressive push for

B8 0 § [@ [uvesdcdsmendanagg P .
business in the world’s largest economy. US security
officials and politicians have repeatedly identified

More 5 . .

Huawei as a threat to US national security — an
ON THIS STORY allegation the Chinese company has consistently
Sprint agrees to shun Huawei denied.

eauioment
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Greek unit of Ericsson fined more than
€7 million for wiretapping

The Assoriated Press Published: September 6, 2007
ATHENS, Greece: The Greek unit of telecom equipment maker 1 E-Mail Article
Eticsson has been fined € 36 million (USH10 million) by Greece's 9 Listen to Article IOW THIS

communication privacy watchdog over a wiretapping scandal that
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LAST UPDATES
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THE COMMON CRITERIA
OTHER PUBLICATIONS
CERTIFIED PRODUCTS
PROTECTION PROFILES

THE SOURCE FOR INTERNATIONALLY
RECOGNIZED CERTIFIED
IT SECURE PRODUCTS

The Common_Criteria for Information Technology Security Evaluation (CC), and the companion Common
Methodology for Information Technology Security Evaluation (CEM) are the technical basis for an international
agreement, the Common Criteria Recognition Agreement (CCRA), which ensures that:

Products can be evaluated by competent and independent licensed lzboratories so as to determine the
fulfiiment of particular security properties, to a certain extent or assurance;

Supporting documents, are used within the Common Criteria certification process to define how the criteria
and evaluation methods are applied when certifying specific technologies;

The certification of the security properties of an evaluated product can be issued by a number of Certificate
Authorizing Schemes, with this certification being based on the result of their evaluation;

These certificates are recognized by all the signatories of the CCRA.

The CC is the driving force for the widest available mutual recognition of secure IT products. This web portal is
available to support the information on the status of the CCRA, the CC and the certification schemes, licensed
laboratories, certified products and related information, news and events.
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- Personalisation (3GPP -22022)
14 (e) Itshould be ImDraCthal to read or recover any of the control keys from the

ME.

14 (f) It should be impractical to alter or delete the values of the personalisation indicators, the
control keys, the stored IMSI or the stored network operator, SP and corporate codes, other than by
the defined personalisation and de-personalisation processes, without completely disabling the ME
from working with any SIM/USIM. (Possible methods that might be used by criminals to alter or
delete the values include freezing, baking, exposure to magnetic fields or UV light.)

In all cases, secure arrangements shall be followed with the transfer and handling of the critical
data such as the IMSI and the associated control keys.

In common with the normal de-personalisation processes, the manufacturer controlled processes
should be secure and be key or password controlled.




Request For Quotations (2002)

* The security Is to be documented to the buyer.

 Such documentation may include security
reviews and evaluation according to
standardised criteria, such as those in
[TCSEC], [ITSEC], [FIPS140], and [CC
15408], among others.



Background (Why)

Secure SIMLock

X loses millions of euros every year through the breaking of
SIMLock. Subsidised terminals are bought at a reduced
price, the SIMLock broken and then the terminal sold at
non-subsidised price. X does not therefore get the continued
use from the user that is designed to recoup the subsidy.

Many mechanisms for SIMLock have been tried by terminal
manufacturers and virtually all to date have been broken. X
therefore hopes that a terminal that has been designed with
software and behaviour resilience in mind will provide the
secure SIMLock that x seeks.




NESR Map to SO 15408

Mapping from AWS NESR to Common Criteria

Italic blue text in brackets are assignments or selections added by the author
Red text are not one-to-one mappings, but introduces rules that might be used instead
General Computing

NESR # | Description CC Name CC description / Comments
1.1.1 Password/PIN complexity: FIA_SOS.1.1 The TSF shall provide a
The password must be a min of 5 mechanism to verify that secrets
characters long and the construction [are at least 5 characters long
must be complex enough (not words, and complex enough].
names, birthdays etc). FIA SOS.2.1 ...generate secrets that meet. ..
FIA S0OS.2.1 ...enforce the use of generated
secrets. ..
1.1.2 Disabling inactive user IDs: FDP_ACF.1.4 The TSF shall explicitly deny

The password of a user whose 1D has
not been used for more than 45 days
must be disabled

access to subjects [whose ID has
been inactive for more than 45
days] (deny access not the same
as disabling...)




Draft

PP/ST’s
The 3G System Model for security
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Background 7 years Ago
The Market?
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Technical Background
: “State of the Union”

* Telecom Datacom Security
— The 802.11b case

Datacom Telecom
Security Security
“Certification” “Certification”



ASSUMED Secure

 “The standard 'IEEE 802-11b, Wi-FI’
was assumed to be adequate since no
beta testing had been able to defeat
WEP without a significant computing
effort”.

United States National Infrastucture
Protection Center




Wireless Ethernet Compatibility Alliance
802.11b Wired Equivalent Privacy (WEP)

Security February 19, 2001

* The goal of WEP i1s to provide an
equivalent level of privacy as 1s ordinarily
present with an unsecured wired LAN.
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Physical-access-to-the-nodes-and-
interfaces-shall-be-protect(ed)-via-locked-
cabinets g

1

The-different-boards-and-interfaces-of-a-
hode-shall-be-mounted-in-a-locked-cabinet:
to-protect-thelm-from-access- by:
unauthorized-peopleq|

Unauthorized people shall mount the different boards and
interfaces of a node in a locked cabinet to protect them
from access
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The Small Print Takes Back.

Certification is not a guarantee of freedom from security vulnerabilities;
there remains a small probability (smaller with higher assurance levels)
that exploitable vulnerabilities may be discovered after a certificate has
been awarded. This Certification Report reflects the Certification
Body’s view at the time of certification. Users (both prospective and
existing) should check regularly for themselves whether any security
vulnerabilities have been discovered since this report was issued and, if
appropriate, should check with the Vendor to see if any patches exist
for the product and whether such patches have been evaluated and
certified. Users are reminded of the security dangers inherent in
downloading ‘hot-fixes’ where these are available, and that the UK
Certification Body provides no assurance whatsoever for patches
obtained in this manner.

The issue of a Certification Report is not an endorsement of a
product.



Trust Solaris
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Trusted Solaris Operating Environment

Technical FAQs

Question
Wihat is an ITSEC evaluation? What is a Commaon Criteria evaluation?
Answer

Evaluation measures a computing system against a defined set of secuarity criteria. See the Trusted Salaris evaluations page far the latest
infarmation about evaluations of various versions of the product.

ITSEC
Infarmation Technaology Security Evaluation Criteria from the United Kingdom See the ITSEC wehb site for more infarmation.
Common Criteria

The Common Criteria project harmonizes the various evaluation criteria, ITSEC, CTCREC (Canadian criteria), and United States Federal Criteria
(FZ), to replace national and regional criteria with a worldwide set acceptahle to the International Standards Organization (500,

Applies to Trusted Solaris Release

1.2,2.51,7, 8

Company Info | Cortact | Terms of Use | Privacy | Trademarks | Copyright 1994-2003 Sun Microsystems
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| usually kill for money but since you are a
friend a kill you for nothing!
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Trusted Solaris 7 Operating Environment

Trusted Solaris Ewvaluations of software are independently conducted in order to verify the security Evaluate
Foatures claims of the vendor and to ascertain any security vulnerahilities that may exist. For a b Eroocduur?eﬂtoaz?;n
Yegr 2000 complete description of evaluations, please see the ITSEC website. Y
Training
Evaluations The United States of America and the United Kingdom, along with Australia,
Froduct FAD Canada, France, Germany, and Mew Zealand have agreed to mutual recognition of Get
Technical FAG Common Criteria evaluations. Trusted Solaris 8 is entering into evalution under the Price & Buy

Common Criteria EAL4 with the goal of getting an EAL4 cerificate for Trusted Solaris Suppaort & Services

8 shortly after the productis released. Trusted Solaris 7 will not receive a cedificate.

Use
Technical FAG
Communities &
Resources
Developer Resour:

Trusted Solaris 2.5.: [TSEC cedified E3fF-B1 and E3F-C2 in September 1958,

Trusted Solaris 2.5.1 entered the ITSEC Cerificate Maintenance
Scherne (CMES) in October 19949 for patehes released after
certification.

CM3 Patches approved: 108599-01, 108537-01, 102041-01,107827- Maintain
01,107826-01,107825-01, 107571-01, 107304-02, 107048-01,

Frevious Yersions
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External Cost

EAL2 100k-170k, 4-6 month
EAL 3 130k-225k, 6-9 month

EAL4 (medium complex) 175k-300k, 7-12
month

EAL4 (complex, e g OS): 300K-750K 12-
24 month

+ 10-20 Certification cost (1-3 mon)
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The Common Criteria (CC)

» The CC is a catalog of criteria and a
framework for organizing a subset of the
criteria into security specifications.

2000-11-27 4 KI/ERA/T/NF Marine Bodén



What 1s evaluation, certification and
accreditation and what Is it good for?

Evaluation is the process when a product or system is assessed against

specific security requirements.

Certification is the formal approval of a product or a system, often

based on an evaluation.

Accreditation means approval for a specific purpose, e.g. a system for
certain use and application. An accreditation may be based on a
certification, but must be made by the organisation responsible for the
application of the system.




What 1s the ISO 15408 to a
Supplier?

— a dictionary/glossary
— a catalogue
— a marketing tool

— d Process
e elc



What is the I1ISO 15408 to a
Supplier?

— a dictionary/glossary

Examples

*TOE = Target of Evaluations
*TSF = TOE Security Function
SFP = Security Function Policy
eetC



What iIs the ISO 15408 to Supplier

1. Functional Requirements

—d Catalogue %X for defining security behavior
of the IT product or system

2. Assurance Requirements

X correctness of implementation
X effectiveness in satisfying
objectives



Functional Requirments
Catologue

INTERNATIONAL ISO/EC
STANDARD 15408-2

Information technology — Security
techniques — Evaluation criteria for IT
security —

Part 2: .
Seclrity functional reguiremeants

Te o o Aieratian — Testindgpse 48 adouald — CRfans
e powr i saldnts T

Farhe & Copentes fciansas o Fran

Class
FAU
FCO
FCS
EDP
FIA
FMT
FPR
FPT
FRU
FTA
FTP

Name

Audit

Communications
Cryptographic Support

User Data Protection
Identification & Authentication
Security Management

Privacy

Protection of TOE Security Functions
Resource Utilization

TOE Access

Trusted Path / Channels




Use Data Protection (FDP)

Information Flow Control Policy
(IFC)

FDP_IFC.1.1 The TSF shall enforce the [assignment: information
flow control SFP] on [assignment: list of subjects, information, and
operations that cause controlled information to flow to and from
controlled subjects covered by the SFP].

* SFP Security Function Policy
* TSF —TOE* Security Function
* TOE-Target of Evaluation



Re-Writing Requirment Specification
(RS) Using 15408 Language

FDP_IFC.1.1 (RS)

The X shall enforce the key import
policy on the xxxx: the key is
Imported to the X module (which is
part of the TOE) from the
underlying hardware xxxxxxx (no
additional import rules apply.)



What is the 1SO 15408 to A Supplier?

— a marketing tool
— a process
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ANNONS

‘mobilema hiig

» Ericsson Mobile Plaiorshar

Hela denna sida &r annons frén SWEDAC

ifikatger
sikerhet

: nulmnc‘ehtremiigpédetsnmg&r
ner pé att birja anvinda Common under begreppet produktdifferentie.
Criteria for att styrka sakerheten { ring.alhsautveddingavapplﬂcaﬁw
Sinapiznﬁomslémingm. ner, design, distribution och varumr-

~Med ett CC-certifikat far vira kun- kesbyggande, siger Magnus Gerward,
deren forsiikran om att sakerhetsni. Ericsson Mobile Platforms AB har
van rtillrickligt hog, séger Magrus 1 dag omkring 1000 medarbetare och
Gerward, strategisk ktchef. rksamh iSverige, Storbritannien,

Ericsson Mobile Platforms AB, Japan, Norge och USA. Undersitt

ed huy riLund, bildades iﬁlsnverksamhelsérharfﬁmaget
hasten 2001 som enviktig deli Erics- fatt sex kontrakt med olika fiiretag,
sonsarbete att drivautvecklingen - daribland Sony Ericsson och LG
inom tréadlds kommunikation, Affirs- Electronics i Sydkorea.
Méuiratterbjudalwmplenaplaﬂ- R
formslsningar inom de nya mobil- -thm-buhimmﬂ% %
systemen 2,5 G (GPRS) och 3G het ochvi har utvecklat en sakerhets-
(UMTS) p4 6ppna marknaden. Iosning som vi anser vara bland de.

- Tillverkare av mobiltelefoner och biista i branschen, Med Common
annan tados utrustning kanmed — Criteria skullevif et opartisk test
hjélp av vira plattformslasningar resultat och en nnu hogre tillittill
mabbtlmsmmGPB&ochUMTS- ‘véra produkter, menar han,
produkter med begrinsade kostnader ~Enannan fordel med Common
f6r