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Goal of this Lecture 

• Give you some background and history of security 

assurance problems and story from an industrial 

supplier and socio-technical systems security 

research perspective. 

• Give you some  back ground to the Common 

Criteria as a “security researcher” 

• Encourage more “naïve“ inductivist” and 

empirical research in information security systems 

security 

• Improve the strength of our common socio-

technical security value chain. 

 

 



Outline 

• Background War Stories 

–  Why I am Jaded! 

• A Naïve inductivist 

– Why I use a socio-technical systems approach to 

deal with information security, past and present  

• Practise and Standard choose for certification 

– “All is not quite on the Western/Eastern Front!” 

– Past and Present experience with using common 

criteria 
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We are here “system modeling”. 



Background 



ABC’s of Professor (Killer) Kowalski 

A. research focuses on understanding and 

improving how administrative security 

and technology security work together.  

 

The real Killer Kowalski 
http://www.youtube.com/watch?v=lKr9qDL6_h4&NR=1

&feature=endscreen 
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ABC’s of Secure Socio-technical 

systems scientist Kowalski 

B. uses a socio-technical research paradigm and studies 

information security at many different levels of society 

included national, organizational and individual levels.  

 

 Kowalski, S. (1994) IT Insecurity: A Multi-

disciplinary Inquiry. Diss. The Royal Institute 

of Technology, Department of Computer and 

Systems Science Stockholm Univ. Report 

series No. 94-040, Stockholm.  

 



ABC’s of Security Worker Kowalski 
C. research work and industrial work in 

security stretch over 30 years and 

included both theoretical and  empirical 

research and product and services 

security. 

 



Work with security in  

Industrial vs University   

 
• Deal with complex problems. 

• Must give simple solutions. 

• Deal with simple problems. 

• Must give complex solutions 

to get published, . 

Industry University 
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The Socio Techncial Systems 

Approach 
• Eric Trist and Ken Bamforth 

– 1950 

– Coal mine  

– Three levels 
•  primary work system 

•  the whole organization  

•  macro-social phenomena 

 

 

• IS area 

 

• http://www.fsc.yorku.ca/york/istheory/wiki/index.php/
Socio-technical_theory 

 
 

http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory
http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory
http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory
http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory
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Outline 

• Background 

• Why do we model? 

• How do we model? 



Why Do We Model 

Some like to undestand what they believe in. 

Others like to believe in what they understand. 

(Stainslaw Jerzy Lec) 

 

Which one are you? 

 

Niave Mental Models  

”engineering vs science” 

 



Naïve inductivist and sophisticated falsificationist [Kowalski, 1994] 

Some like to undestand what they 

believe in. 
Some  like to believe in what they 

understand 



Mental Models 

• The concept was first introduced by Kenneth Craik in his book The 
Nature of Explanation (1943). 
– that the mind forms models of reality and uses them to predict similar 

future events. 

 

• User gain experience  by seeing and using thinks and systems 

 

• User gradually form a working model of the systems based on their 
past experience. 

 

• As they use gain more experience they develop a model to predict 
how the system works or does not work 

 

 

• http://managementhelp.org/systems/systems.htm 

 

http://managementhelp.org/systems/systems.htm


Mental Model ATM 



Naïve physics 

 (Visual Logic)  

 • What would happen to a ball shot through 

this pipe? 

• People often respond by assuming 

curvilinear momentum 

– McCloskey and Proffitt 

A 
B 

C 
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Concrete Systems 
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Systems 



34 

System Theory Architecture 

Concrete 

Abstract 

L

i

v

i

n

g

 



35 

System Theory  

Action  Architecture 

Concrete 

Abstract 

L

i

v

i

n

g

 

Influence 
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(Mind the GAP) 



Control Gaps 



What we/they can do with IT 

& 

What we can control with IT 

Vs 

Time 

 Time 

Do 

Control 

1976 2009 

THE  

Gap 



What we/they can do with IT 

& 

What you can control with IT 

Vs 

Time 

 Time 

Do 

Control 

1976 2009 

Company  

Gap Your gap 
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Abstract and Concrete Model  

(AND GATE)  

CHIP 

IC7408 

Abstract GATE 

Contet lAND GATE 



Abstract Model  

Computer System 



Mental Model 

Systems of Systems 



Mental Model  ICT  
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Outline 

• Background 

• Why do we model? 

• How do we model? 



Research Approach 



Modeling Social Technical Systems 

Abstract Insecurity 

 



Naïve inductivist and sophisticated falsificationist [Kowalski, 1994] 

Some like to undestand what they 

believe in. 
Some  like to believe in what they 

understand 
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49 Computer Crime Cases 
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My Mental Model ICT Insecurity 

”Stacks of Controls” 

ETHICS

TECHNICAL MECHANISMS

PROCEDURES

POLICIES

LAWS

SemanticsSyntax

SyntaxSemantics

SemanticsSyntax

SemanticsSyntax

SyntaxSemantics



Model Systems  

K.I.S.S. 

Keep it simple Stewart 



Machines 

Cultures Methods 

Structures 

 Economics  

•What 

•How 

•For Whom 

 Political 

 economics 

•What 

•How 

•For Whom 

The Model of the Century.-)  

Common identifiable and observable characteristics of any human organization! 



Concrete-Abstract 

(Secuirty = Balance=Homestisis 
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Concrete abstract living  

Mental Model 



Living-Abstract-Concrete 



Keep it Simply Secure  



An Insecure Socio-technical System 

Machines 

Structures 

Methods 

Smart Card 

Cultures 



A (s)ecure Socio-technical System 

Machines 

Structures 

Methods 

Smart Card 

Cultures 



Chapter 1 
• Class room or home work* active. 

Discuss with your neighbor  where 

you you want to work in information 

security? 
 

 

2013-05-03 

* For those of you studying off campus , either find someone to discuss this with, it could be a friend or a spouce. If this does 

not work  you can book a skype meeting with me to discuss it. 



Chapter 1 
• Problem Formulation (Historical 

Context)  

– Paradigm Crisis  in formal modeling 

computer security end of the 80’s 

• Death of secure Multics (see next slide) 

• Biba, Bell-LaPadula (Mathemtical  70’s) 

• Clark-Wilson  (Mathematical-Business 

Accounting) 80’s 

– «We in the [computer] security community give very little attention to 

the task of defining our subject matter; yet we spend a great deal of our 

time constructing supposed models of security comparing them with 

one another, and building systems based on them. The study of formal 

models is important, but focusing only on model building may blind us 

to the fact that we're attempting to build secure systems, where security 

has essential empirical content quite apart from our formal 

manipulations    [YOUN 89 p 47]. Towards a Foundation of Security 
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Chapter 1 
• Problem Formulation (Historical 

Context)  
– 1. Striving to represent a complex socio-

technical system by replicating it in a 

mathematical format (for example, simulation 

using a large scale, computerised, albeit 

severely constrained, model), 

– 2. seeking abstract models to serve as thinking 

aids, revealing possible clues or illuminating 

some aspect of system behaviour in a different 

way (usually such models are simple enough to 

abandon without regret, occasionally elegant 

enough to cherish) [LINS 84 p 14]. 
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Brief History MULTICS 
• Joint project between MIT, Bell Labs, and GE 

• Bell labs withdrew in 1969 

• GE Sold its computer business to Honeywell in 1970 

who sold Multics as a commercial product 

B2 

Orange Book (US government TCSEC) rating achieved by Multics. (See NCSC.) Multics got the first B2 

rating, in August, 1985, and had the only B2 for many years. A rating at the B level indicates 

support for mandatory access control as well as a relatively high level of security assurance. 

See AIM. Official letter: [page 1] [page 2] 

 

http://www.multicians.org/mgo.html
http://www.multicians.org/mgn.html
http://www.multicians.org/mgm.html
http://www.multicians.org/mga.html
http://www.multicians.org/mulimg/b2-page1.gif
http://www.multicians.org/mulimg/b2-page2.gif


Chapter 1 
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– Computer where starting to be more 

networked so we need a networking  

model.  

– (FRISCO report  
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Chapter 1 
• Problem Formulation 

– Dynamics of socio-technical change and 

insecurity 
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Chapter 1 
• Problem Formulation 

– Use security  framework to put the 

system back in balance 

 

2013-05-03 



Chapter 1 
• Problem Formulation 

– The organization 

needs apply a SBC 

analysis to bring back 

in balance 
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Chapter 1 
• Problem Formulation 

– Dynamics of socio-technical change and 

insecurity 
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Chapter 6 Modeling Abuse 

and Collecting Emperical 

Data 
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Chapter 6 Modeling Abuse 

and Collecting Emperical 

Data 

2013-05-03 TCSEC -  American Orange book 

ITSEC-    European CTCPEC- Canadain 
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Chapter 11-12 Using the 

SBC Modeling the World, 

From ideal to actual!! 
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Outline 

• Background War Stories 

–  Why I am Jaded! 

• A Naïve inductivist 

– Why I use a socio-technical systems approach to 

deal with information security, past and present  

• Practise and Standard choose for certification 

– “All is not quite on the Western/Eastern Front!” 

– Past and Present experience with using common 

criteria 



1989-2002  

Wikipedia  

 

http://en.wikipedia.org/wiki/Greek_telephone_tapping_case_2004-2005


New Worries 

Standards War 



Breaking News 



Ericsson has beened fined 

 

http://www.iht.com/articles/ap/2007/09/06/europe/EU-GEN-Greece-Wiretapping.php


The Portal 



B2B security not B2C 

Customers 

SUpplier 

Standardization 
Request 

For  

Quotations 

Statement of 

Compliance  Contract 

+ 

Delivery 



 

SIM Lock Security Standard  

- Personalisation (3GPP -22022) 
• 14 (e)   It should be impractical to read or recover any of the control keys from the 

ME. 

 

• 14 (f) It should be impractical to alter or delete the values of the personalisation indicators, the 

control keys, the stored IMSI or the stored network operator, SP and corporate codes, other than by 

the defined personalisation and de-personalisation processes, without completely disabling the ME 

from working with any SIM/USIM. (Possible methods that might be used by criminals to alter or 

delete the values include freezing, baking, exposure to magnetic fields or UV light.) 

 

• In all cases, secure arrangements shall be followed with the transfer and handling of the critical 

data such as the IMSI and the associated control keys.  

 

• In common with the normal de-personalisation processes, the manufacturer controlled processes 

should be secure and be key or password controlled.  

 

 

 



Request For Quotations (2002) 

• The security is to be documented to the buyer.  

 

• Such documentation may include security 

reviews and evaluation according to 

standardised criteria, such as those in 

[TCSEC], [ITSEC], [FIPS140], and [CC 

15408], among others.  

 



Background (Why) 

 Secure SIMLock 

• X loses millions of euros every year through the breaking of 
SIMLock.  Subsidised terminals are bought at a reduced 
price, the SIMLock broken and then the terminal sold at 
non-subsidised price.  X does not therefore get the continued 
use from the user that is designed to recoup the subsidy. 

• Many mechanisms for SIMLock have been tried by terminal 
manufacturers and virtually all to date have been broken.  X 
therefore hopes that a terminal that has been designed with 
software and behaviour resilience in mind will provide the 
secure SIMLock that x seeks. 

 



NESR Map to ISO 15408 

Mapping from AWS NESR to Common Criteria

Italic blue text in brackets are assignments or selections added by the author

Red text are not one-to-one mappings, but introduces rules that might be used instead

General Computing

NESR # Description CC Name CC description / Comments

1.1.1 Password/PIN complexity:

The password must be a min of 5

characters long and the construction

must be complex enough (not words,

names, birthdays etc).

FIA_SOS.1.1

FIA_SOS.2.1

FIA_SOS.2.1

The TSF shall provide a

mechanism to verify that secrets

[are at least 5 characters long

and complex enough].

…generate secrets that meet…

…enforce the use of generated

secrets…

1.1.2 Disabling inactive user IDs:

The password of a user whose ID has

not been used for more than 45 days

must be disabled

FDP_ACF.1.4 The TSF shall explicitly deny

access to subjects [whose ID has

been inactive for more than 45

days] (deny access not the same

as disabling…)



SIM-Lock 

Function 

 J-20 ST  

Backbone Route PP 

“Key Administration  

Center” 

Draft 

PP/ST’s 
! 

 

 



Background 7 years Ago 

The Market? 

 

 Aware 

Aware   
 Unaware 

 
CapX 

 

 

 

Security 



Technical Background 

: “State of the Union” 

• Telecom  Datacom Security 

– The  802.11b case 

? 

Datacom 

Security  

“Certification” 

Telecom  

Security 

“Certification” 



ASSUMED Secure 

• “The standard  ´IEEE 802-11b, Wi-FI´ 

was assumed to be adequate since no 

beta testing had been able to defeat 

WEP without a significant computing 

effort”. 

United States National Infrastucture 

Protection Center  

 

 



Wireless Ethernet Compatibility Alliance 

802.11b Wired Equivalent Privacy (WEP) 

Security February 19, 2001  

• The goal of WEP is to provide an 

equivalent level of privacy as is ordinarily 

present with an unsecured wired LAN.  







The Large Print Gives! 



The Small Print Takes Back. 

• Certification is not a guarantee of freedom from security vulnerabilities; 
there remains a small probability (smaller with higher assurance levels) 
that exploitable vulnerabilities may be discovered after a certificate has 
been awarded. This Certification Report reflects the Certification 
Body’s view at the time of certification. Users (both prospective and 
existing) should check regularly for themselves whether any security 
vulnerabilities have been discovered since this report was issued and, if 
appropriate, should check with the Vendor to see if any patches exist 
for the product and whether such patches have been evaluated and 
certified. Users are reminded of the security dangers inherent in 
downloading ‘hot-fixes’ where these are available, and that the UK 
Certification Body provides no assurance whatsoever for patches 
obtained in this manner. 

 

• The issue of a Certification Report is not an endorsement of a 
product. 

 



Trust Solaris  



I usually kill for money but since you are a 

friend a kill you for nothing! 

2495$ vs 995 



External Cost 

• EAL2 100k-170k, 4-6 month 

• EAL 3 130k-225k, 6-9 month 

• EAL4 (medium complex) 175k-300k, 7-12 

month 

• EAL4 (complex, e g OS): 300K-750K 12-

24 month 

• + 10-20 Certification cost (1-3 mon) 



Dialog Process with Security Target  

=  
Renewed Contract 

Customers 

Supplier 

Standardization 
Request 

For  

Quotations 

Statement of 

Compliance  Contract 

+ 

Delivery 

Security 

Target 

SIM-Lock 

New 



What is ISO 15408?  

 

ISO 

15408 

Suppliers/Developers 

Approvers 

Acceditors 

Evaluators 

Certifiers 

Consumers 

Many Things to Many People! 



History 

European 
National 

& Regional 
Initiatives 
‘89-’93 

Canadian 
Initiatives 
‘89-’93 

Common 
Criteria 
Project 
‘93-- 

ISO 
IS 15408  

‘99 

US 
TCSEC 

 
‘83, ‘85 

CTCPEC 
3 
 

‘93 

Federal 
Criteria 

 
‘92 

Common 
Criteria 

1.0 
 

‘96 

Common 
Criteria 

2.1 
 

‘99 

NIST’s 
MSFR 

 
‘90 

ITSEC 
1.2 

 
‘91 

ISO 
Initiatives 

‘92-- 

= 
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The Common Criteria (CC) 

• The CC is a catalog of criteria and a 

framework for organizing a subset of the 

criteria into security specifications.  

 



What is evaluation, certification and 

accreditation and what is it good for? 

• Evaluation is the process when a product or system is assessed against 

specific security requirements. 

 

• Certification is the formal approval of a product or a system, often 

based on an evaluation. 

 

• Accreditation means approval for a specific purpose, e.g. a system for 

certain use and application. An accreditation may be based on a 

certification, but must be made by the organisation responsible for the 

application of the system. 

 



What is the ISO 15408 to a 

Supplier? 

– a dictionary/glossary   

– a catalogue   

– a marketing tool 

– a process 

• etc 



What is the ISO 15408 to a 

Supplier? 

– a dictionary/glossary   

– a catalogue   

– a marketing tool 

– a process 

• etc 

Examples 

•TOE  = Target of Evaluations 

•TSF   = TOE Security Function 

•SFP   =  Security Function Policy 

•etc 

 



What is the ISO 15408 to Supplier 
– a dictionary 

– a catalogue 

– a marketing tool 

– a process 

 

2. Assurance Requirements 

1. Functional Requirements 

for defining security behavior  

of the IT product or system 

 

  correctness of implementation 

  effectiveness in satisfying  

  objectives 



Functional Requirments 

Catologue 
Class 

FAU 

FCO 

FCS 

FDP 

FIA 

FMT 

FPR 

FPT 

FRU 

FTA 

FTP 

Name 

Audit 

Communications 

Cryptographic Support 

User Data Protection 

Identification & Authentication 

Security Management 

Privacy 

Protection of TOE Security Functions 

Resource Utilization 

TOE Access 

Trusted Path / Channels 



Use Data Protection (FDP) 

Information Flow Control Policy 

(IFC) 

• FDP_IFC.1.1 The TSF shall enforce the [assignment: information 

flow control SFP] on [assignment: list of subjects, information, and 

operations that cause controlled information to flow to and from 

controlled subjects covered by the SFP]. 

• * SFP Security Function Policy  

• * TSF –TOE* Security Function 

• * TOE-Target of Evaluation 

 

 



Re-Writing Requirment Specification 

(RS)  Using 15408 Language 

   The X shall enforce the key import  

policy on the xxxx: the key is 

imported to the X module (which is 

part of the TOE) from the 

underlying hardware xxxxxxx (no 

additional import rules apply.)  

FDP_IFC.1.1 (CC) 
• The TSF shall enforce the 

[assignment: information flow 

control SFP] on [assignment: list 

of subjects, information, and 

operations that cause controlled 

information to flow to and from 

controlled subjects covered by 

the SFP]. 

FDP_IFC.1.1 (RS) 



What is the ISO 15408 to A Supplier? 

– a dictionary  

– a catalogue 

– a marketing tool 

– a process 

DI  October 2002  



How Did We Use ISO 15408? 

– a dictionary  

– a catalogue 

– a marketing tool 

– a process map 

ISO 15408 Process 

Security 

Functions 

Non-IT IT 
Target 

of 

Evaluation 

Assumptions 
Organization  

Security  

Policies 
Threats 

Functional Assurance Functional Assurance 
• to document 

security 

functionality   

• produce a security 

Target  for the SIM-

Lock function 



Security Target 
The structure of this document is as defined by [CC] Part 1 Annex C.  

• Section 1 Introduction 

• Section 2 is the TOE description.  

• Section 3 provides the statement of TOE security environment.  

• Section 4 provides the statement of security objectives.  

• Section 5 provides the statement of IT security requirements.  

• Section 6 provides the TOE summary specification, which includes the detailed 

specification of the IT Security Functions. 

• Section 7 PP Claims (Optional) 

• Section 8 provides the rationale for the security objectives, security requirements and 

TOE summary specification  



TOE Description 

    Introduction to SIMLock 

• The personalisation features work by storing 

information in the ME,(handset) which limits the 

SIMs with which it will operate, and by checking this 

information against the SIM whenever the ME is 

powered up or a SIM is inserted. If a check fails, the 

ME enters the “limited service state” in which only 

emergency calls can be attempted.  

 



ISO 15408 Process 

Security 

Functions 

Non-IT IT 
Target 

of 

Evaluation 

Assumptions 
Organization  

Security  

Policies 

Threats 

Security 

Requirements 

TOE Summary 

Specification 

Security 

Environment 

Security 

Objectives 
Security 

Objectives 

Security 

Requirements 

TOE Summary 

Specification 

Security 

Environment 

Functional Assurance Functional Assurance 



Assumption 

Type 

 
Assumption 

 
Personnel 

 
A.INTERNAL 

 
Appropriate personnel and procedural 

measures (such as procedural two-person 

control) will be provided to ensure secure 

storage of SIM- Lock object and IMEI. 

Procedures shall exist to ensure that the 

database audit trail and/ or the audit trail for 

the underlying operating system and/or 

secure network services are regularly 

analysed and archived. 

In case of out sourcing, these requirements 

should be agreed upon and implemented 

within the third party.  

 
Procedure

s and 

Routines 

 

A.WHITELIST 

 
White-, black or grey lists shall be handled in 

such a way that the information in these 

registers is not accessible to unauthorised 

personnel or outsiders. These registers must 

not be misused in any case. 

 

Assumptions 
Organization  

Security  

Policies 

Threats 



Threat Table 

Threat name and description 

 
Security Objectives 

 

T.ACCESS-KEYS: 

An unauthorised user may gain access to Control Keys in order to depersonalise the 

handset.  

 

O.KNOWN 

O.ACCESS 

  

 

T.MODIFY-KEYS AND IMEI:  

An accidental or deliberate unauthorised modification of IMEI and control keys. An 

unauthorised user might deliberately try to modify the control keys in order to de-

personalise the handset. 

 

O.INTEGRITY SSD 

 

Assumptions 
Organization  

Security  

Policies 

Threats 



Security Policy examples 

Organisational Security Policy 

 
OSP.READ 

It should be impractical to read or recover any of the control keys from the ME. 

 
OSP.ALTERATION 

It should be impractical to alter or delete the values of the personalisation 

indicators; the control keys, the stored IMSI or the stored network operator, SP 

and corporate codes, other than by the defined personalisation and de-

personalisation process, without completely disabling the ME from working with 

any SIM/USIM. 

 OSP.DE-PERSONALISE 

For each de-personalisation procedure, there shall be a mechanism to prevent 

unauthorised attempts to de-personalise the ME. These may include blocking 

the ME if the number of failed attempt to de-personalise the ME exceeds a 

certain limit, or alternatively an increasing delay after each successive failed de-

personalisation attempt. Other mechanisms may also be used. 

 

Assumptions 
Organization  

Security  

Policies 

Threats 



Key Definitions- Security Target 

• Security Target (ST) 

– An implementation- dependent set of security 

requirements and specifications used as the 

basis for evaluation of the identified TOE 

– as- built specification 

• Makes the statement: “This is what I have.” 

• Vendors, developers write Security Targets 



Key Definitions- TOE (Target of 

Evaluation)  

 

 

 TOE 



Key Definitions- TOE (Target of 

Evaluation) 

 

 

 TOE 



Key Definitions- TOE (Target of 

Evaluation) 

 

 

 TOE 

Security Environment 

-Threats 

-Assumptions 

-Policies 





Establish 
Security  

Environment 

Establish 
Security  

Objectives 

Establish 
Security  

Requirements 

Establish 
TOE summary 
specification 

How to develop a Security Target? 

Assets requiring protection 

Purpose of the TOE 

TOE physical environment 

Threats 

Assumptions 

Policies 

Functional req 

Assurance req 

Environmental 

CC requirements 
catalogue 



Security Objective Development  

 Security Objectives reflect the intent to counter identified 

threats and/or address any identified organizational 

security policies and/or assumptions. 

Threats 

Policies 

Establish 

Security 

Objectives 

Security 

Objectives 

Assumptions 

TOE 

IT 

Environment 

Non-IT 

Environment 



Key Definitions- Security 

Objectives 

• Security Objectives 

 Security Objective= a statement of intent to counter identified threats 

and/or satisfy identified organization security policies and assumptions 

 



Establish 
Security  

Environment 

Establish 
Security  

Objectives 

Establish 
Security  

Requirements 

Establish 
TOE summary 
specification 

How to develop a Security Target? 
Assets requiring protection 

Purpose of the TOE 

TOE physical environment 

Threats 

Assumptions 

Policies 

Functional req 

Assurance req 

Environmental 

CC requirements 
catalogue 



Functional Requirements 

• Audit (FAU) 

• Communications (FCO) 

• Cryptographic Support 

(FCS) 

• User Data Protection 

(FDP) 

• Identification and 

Authentication (FIA) 

• Security Management (FMT) 

• Privacy (FPR) 

• Protection of the Security 

Functions (FPT) 

• Resource Utilisation (FRU) 

• TOE Access (FTA) 

• Trusted path/channels (FTP) 

 



Security Functional Requirement 

Common Criteria Part 2 

Auditing 
Trusted 

communication 

channels 

11 main themes, 

alphabetically 

ordered 

66 sub themes, 

alphabetically 

ordered 

135 security  

functional 

requirements 

Privacy 

Anonymity Pseudonymity Unlinkability Unobservability 

Unobservability Allocation of information 

impacting unobservability 

unobservability without 

solliciting information 

Authorised user 

observability 



Key concept 

Functional Requirements 

• for defining security 

behavior of the IT 

product or system 

• implemented 

requirements become 

security functions 

 

Assurance Requirements 

• for establishing confidence 

in Security Functions 

• correctness of 

implementation 

• effectiveness in satisfying 

objectives 

(what the product does) (is the product built well & does 

it meet the purpose) 



Assurance requirements 

• Configuration Management 

• Delivery and Operation 

• Development Documentation 

• Guidance Documents 

• Life- Cycle Support 

• Testing (ATE) 

• Vulnerability Assessment 

• Maintenance of Assurance 



Assurance- What is Assurance? 

Common Criteria Definition:  

Grounds for confidence that an IT product 

or system meets its security objectives.  



Why Do We Care About 

Assurance? 

Vulnerabilities can arise from…. 

• Requirements 

– Insufficient or ineffective requirements 

• Construction 

– Incorrect design decisions 

– Errors in implementation 

• Operation 

– Inadequate controls 



How Do We Gain Assurance? 

• Analysis of processes and 

procedures 

• Checking that processes and 

procedures are being applied 

• Analysis of the correspondence 

between TOE design 

representations 

• Analysis of the TOE design 

representations against the 

requirements 

• Verification of mathematical 

proofs 

• Analysis of guidance documents 

• Analysis of functional tests and 

results 

• Independent functional testing  

• Analysis for flaws 

• Penetration testing 



Security Assurance Classes  

• Configuration 

Management 

• Delivery and Operation 

• Development 

– Functional specification 

– High level design 

– Informal Correspondence 

• Guidance Documentation 

• Life Cycle Support 

 

 

• Maintenance of Assurance 

• Tests  

• Vulnerability assessment 



Evaluation Assurance Levels (EAL) 

CC 
 

EAL1 

EAL2 

EAL3 

EAL4 

EAL5 

EAL6 

EAL7 

Description 
 

functionally tested 

structurally tested 

methodically tested and checked 

methodically design, tested & reviewed 

semiformally design and tested  

semiformally verified design and tested  

formally verified design and tested  



7 predefined assurance packages, Evaluation 

Assurance Levels (EALs) 
• EAL1: Functionally Tested. This where the applicable where threat to security is not serious, however some 

confidence in current operation is required. In the evaluation, there is assistance from TOE developer. The 
requirements are: Configuration Management, Delivery and Operation, Development, Guidance documents and 
Tests. 

• EAL2: Structurally Tested. This assurance level is applicable where low to moderate level of independently 
assured security is required. Here, it requires some cooperation from the developer. It will definitely require no 
more than good vendor commercial practices. To add to the previous requirements are developer testing, 
vulnerability analysis, and more extensive independent testing. 

• EAL3: Methodically Tested and Checked. It is applicable where moderate level of independently assured 
security is required. The cooperation from the developer is requires. It places additional requirements on testing, 
development environment controls and configuration management. The additional requirement is the Life Cycle 
support. 

• EAL4: Methodically Designed, Tested, and Reviewed. This is applicable where moderate to high level of 
independently assured security is required. It is to ensure that there is some security engineering added to 
commercial development practices. This currently the highest level likely for retrofit of an existing product. 
There are additional requirements on design, implementation, vulnerability analysis, development and 
configuration management. 

• EAL5: Semiformally Designed and Tested. It is applicable where high level of independently assured security 
is required. It requires rigorous commercial development practices and moderate use of specialist engineering 
techniques with additional requirements on specification, design, and their correspondence. 

• EAL6: Semiformally Verified Design and Tested. This evaluation level is applicable where assets are valuable 
and risks are high and do requires a rigorous development environment. The additional requirements are on 
analysis, design, development, configuration management, and vulnerability/covert channel analysis. 

• EAL7: Formally Verified Design and Tested. This is applicable where assets are highly valuable and risks are 
extremely high. However, practical use is functionally limited for amenability to formal analysis. The assurance 
is gained through application of formal methods. The additional requirements for these is testing and formal 
analysis. 



Evaluation packages and EAL levels 
Assurance Components by 
Evaluation Assurance Level 

Assurance 
Class 

Assurance 
Family 

EAL1 EAL2 EAL3 EAL4 EAL5 EAL6 EAL7 

ACM_AUT    1 1 2 2 

ACM_CAP 1 2 3 4 4 5 5 

Configuration 
management 

ACM_SCP   1 2 3 3 3 

ADO_DEL  1 1 2 2 2 3 Delivery and 
operation ADO_IGS 1 1 1 1 1 1 1 

ADV_FSP 1 1 1 2 3 3 4 

ADV_HLD  1 2 2 3 4 5 

ADV_IMP    1 2 3 3 

ADV_INT     1 2 3 

ADV_LLD    1 1 2 2 

ADV_RCR 1 1 1 1 2 2 3 

Development 

ADV_SPM    1 3 3 3 

AGD_ADM 1 1 1 1 1 1 1 Guidance 
documents AGD_USR 1 1 1 1 1 1 1 

ALC_DVS   1 1 1 2 2 

ALC_FLR        

ALC_LCD    1 2 2 3 

Life cycle 
support 

ALC_TAT    1 2 3 3 

ATE_COV  1 2 2 2 3 3 

ATE_DPT   1 1 2 2 3 

ATE_FUN  1 1 1 1 2 2 

Tests 

ATE_IND 1 2 2 2 2 2 3 

AVA_CCA     1 2 2 

AVA_MSU   1 2 2 3 3 

AVA_SOF  1 1 1 1 1 1 

Vulnerability 
assessment 

AVA_VLA  1 1 2 3 4 4 

 

Assurance classes 



Evaluation 

 

 
Protection

Profile

Security

Target

Produkt

Utvärdering

The product (TOE) 

has to meet the 

requirements in the PP 

and ST. 

TOE 

Evaluation 

The product (TOE), PP and ST are evaluated. 

 



To Consider when Selecting an 

EAL (Evaluation Level EAL 1-7) 

• Value of the “assets” 

• Risk of the “assets” 

being compromised 

• Current state of 

practice 

• Development and 

maintenance cost 

• Functional 

requirement 

dependencies 

• Security Objectives 

 



External Cost 

• EAL2 100k-170k, 4-6 month 

• EAL 3 130k-225k, 6-9 month 

• EAL4 (medium complex) 175k-300k, 7-12 

month 

• EAL4 (complex, e g OS): 300K-750K 12-

24 month 

• + 10-20 Certification cost (1-3 mon) 



The Common Criteria 
• These security specifications serve 

Consumers - as a guide for the procurement of 

products with IT security features 

Product Developers and Integrators - as a basis 

for the development of products with IT security 

features 

Evaluators - as the basis for the evaluation of IT 

security products 

Auditors, Certifiers, Accreditors - to support their 

specific needs 



Value Based Risk Analysis of a  

Stolen Handset 

Ericsson Operator 

X 

End  

User 

End 

Abuser 

Sony- 

Ericsson 

1.00 1.30 1.60 3.20 1.60 

1.50 1.80 2.60 4.60 1.70 

1.80 2.50 3.80 7.60 4.60 



Valued Based Risk Analysis with ISO 15408 in the Chain 

Evaluator 

Evaluator 

Security 

Target 

ISO 15408 

Protection  

Profile 

20% 20% 60% 100% -10% 

Ericsson Operator 

X 

End  

User 

End 

Abuser 

Sony- 

Ericsson 

-3% 2% 1% 1% 1% 

1% 

1% 

(+7%) 



Certified products 

CC Certificate

0

20

40

60

80

100

120

140

Year

N
u

m
b

e
r

Series1

 No date 1997  1998 1999  2000  2001 2002  2003  2004 2005  



Certified PPs 

• 47 in total 
name 

Protection Profile – Secure Signature-Creation Device Type 1 

version issue date assurance level certification report protection profile 

1.05 April 2002 EAL4+ pp0004a.pdf pp0004b.pdf 

  

name 

Protection Profile – Secure Signature-Creation Device Type 2 

version issue date assurance level certification report protection profile 

1.04 April 2002 EAL4+ pp0005a.pdf pp0005b.pdf 

  

http://www.commoncriteriaportal.org/public/files/ppfiles/pp0004a.pdf
http://www.commoncriteriaportal.org/public/files/ppfiles/pp0004b.pdf
http://www.commoncriteriaportal.org/public/files/ppfiles/pp0005a.pdf
http://www.commoncriteriaportal.org/public/files/ppfiles/pp0005b.pdf


Certified products 

Types: 
  
 EAL 1: Firewalls, VPN, crypto, card reader  
 EAL 2: Firewalls, Network, PKI, Smart Card, Multifunction 

(printers/copiers) 

 EAL 3: PKI, Firewalls, databases, Smart Card, Operative systems, 
crypto, Multifunction (printers/copiers) 

 EAL 4: Firewalls, crypto, Network, databases, Smart Card, Operative 
systems, PKI 

 EAL 5: Smart Cards 
 
  



Example evaluated products 

• Sun Solaris 8 Operating environment, 

EAL4 

• Windows 2000 Professional, EAL4+ 

• Symantec Enterprise Firewall v7.0, EAL4 

• Oracle 9i Release 9.2.0.1.0 (EAL4 in eval.) 

• Nokia IPSO Version 3.5, (EAL4 in eval.) 

• Sharp Multifunction (printer/copier) 



How to look at a certified product: 

name 

AR-FR11 VERSION M.20  

manufacturer 
assurance le

vel 

certification 

date 

Sharp Corporation  EAL3 
3 June 

2005 

certification report security target 

certification_report_c0026_000.

pdf 
security_target_c0026.pdf 

http://www.commoncriteriaportal.org/public/files/epfiles/certification_report_c0026_000.pdf
http://www.commoncriteriaportal.org/public/files/epfiles/certification_report_c0026_000.pdf
http://www.commoncriteriaportal.org/public/files/epfiles/security_target_c0026.pdf


What to look for in Certificates and 

Certification/Validation Reports 
• A certificate should provide the following information: 
• • Scheme identification 

• • Product name and version 

• • Hardware/software platform 

• • Assurance package (EAL) 

• • PP claims 

• • Date certified/validated 

• The Certification/Validation Report is the source of detailed security information about the 
product for any interested parties. It is intended to provide practical information to consumers. The 
contents of the report are specified in the Mutual Recognition Arrangement, as follows: 

• • Executive summary 

• • Identification of the product 

• • Product security policy 

• • Assumptions and scope of the evaluation 

• • Architectural information 

• • List of product documentation 

• • Outline of testing approach and results 

• • Description of the evaluated configuration 

• • Results of the evaluation 

• • Evaluator comments and recommendations 

• • Security Target 

 



How can/should we/you use the common criteria to 

make product more secure 

• Document work better 

• Work together with customers 

• Drive the suppliers to delievry better 

products 

• Raise the barrier for new entery  

• Requirement reuse, steal with pride 

• etc 

 

 

 



The Portal 

 http://www.commoncriteriaportal.org/theccra.html 

 

http://www.commoncriteriaportal.org/theccra.html


Best Practise 

• Oracle 

– http://www.oracle.com/technology/deploy/secu

rity/seceval/index.html 

 

 

 

 

http://www.oracle.com/technology/deploy/security/seceval/index.html
http://www.oracle.com/technology/deploy/security/seceval/index.html
http://www.oracle.com/technology/deploy/security/seceval/index.html
http://www.oracle.com/technology/deploy/security/seceval/index.html


Outline 

• Background War Stories 

–  Why I am Jaded! 

• A Naïve inductivist 

– Why I use a socio-technical systems approach to 

deal with information security, past and present  

• Practise and Standard choose for certification 

– “All is not quite on the Western/Eastern Front!” 

– Past and Present experience with using common 

criteria 



Goal of this Lecture 

• Give you some background and history of security 

assurance problems and story from an industrial 

supplier and socio-technical systems security 

research perspective. 

• Give you some  back ground to the Common 

Criteria as a “security researcher” 

• Encourage more “naïve“ inductivist” and 

empirical research in information security systems 

security 

• Improve the strength of our common socio-

technical security value chain. 

 

 



How do you want to strength our  common security value chain? 

Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

 

 


