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PriSec Research @ KAU -
Related Projects

I
EU FP7 IP A4Cloud (2012-2016)

EU FP7 FET IP Smart Society (2013-2016)

Google Research Award projects "Usable Privacy &
Transparency” (2011-2013)

U-PriIM project funded by KK-Foundation (in cooperation
with Nordea & Gemalto, 2011-2012)

PETweb 11 funded by NFR/Norway (2009-2013)
Swedish IT Security Network (SWITS) funded by MSB

Towards Blocking-Resistant Communication on
the Internet, funded by Internetfonden

Previous EU projects: EU FP7 IP PrimelLife, FP6
projects PRIME, FiDIS, Bugyo,...
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@ Warren & Brandeis 1890

“The right to be let alone”



@ Definition- Alan Westin 1967

“Privacy Is the claim of individuals, groups
and institutions to determine for
themselves, when, how and to what
extent information about them Is
communicated to others”




45 Privacy Dimensions

Informational self- K /

determination

Spatial privacy K /



Objective:
= Protection of fundamental rights, freedom of individuals
= Harmonsation of privacy legislation in Europe

Scope (Art. 3): applies to the processing of personal data wholly or
partly by automatic means, and to the processing otherwise than by
automatic means of personal data which form part of a filing system.

= Personal data: any information relating to an identified or identifiable
natural person (‘data subject’)

Does not apply for data processing for
= defense, public/state security, criminal law enforcement
= purely private or household activity ("household exemption™)



Basic Privacy principles
Implemented in EU-Directive 95/46/EC

Legitimisation by law, informed consent
(Art. 7 EU Directive)

Data minimisation and avoidance (Art. 6
| c,e)

= Data must be adeguate, relevant, not excessive
& anonymised as soon as possible

Purpose specification and purpose
binding (Art. 6 | b)

= "Non-sensitive” data do not exist !






@ Basic privacy principles (11)

No processing of "special categories of
data” (Art. 8)

Transparency, rights of data subjects
= to be informed (Art.10)

= {0 be notified, If data have not been obtained
from the data subject (Art.11)

= Of access to data (Art.12 a)

= Of correction of incorrect data / erasure or
blocking of illegally stored data (Art.12b)

= t0 object to direct marketing (Art.14)



%) Rasic privacy principles (I11)

Requirement of security mechanisms
(Art.17)

Sanctions (Art.24)

Restricted personal data transfer from
EU to third countries (Art. 25)



5@5 Basic privacy principles (1V)
I

Supervision (Art. 28): Supervisory authorities
= monitor compliance

= act upon complaints

= be consulted when drawing up data protection
regulations

= draw up regularly reports



Is it necessary to publish
photos to the whole world

Privacy Pr| nci p|es k4§ (instead of having restricted

] . | ) : access for parents, students,
I n P ractl Ce Kroppkérrs Skolomrade otc. )?

B Samtycke till publicering av personuppgifter pa Internet

Idag #ir Internet eit verktyg for information och kommunikation. Vi i vér verksamhet vill ha
ett nyhetsflode pa varje enhets startsida for att visa aktuella bilder frdn vir verksamhet. Detta

vill vi gb karlstad. e skola/forskola. Dessa bilder ldggs ut i ett sadant
Purpose not well = omata o o ot

format ati det &r svart att forstora eller manipulera dem pa annat s4tt. Namn och annat som-

specified

Policy is not directly
accessible and website did
actually not exist!

identifierar barnen publiceras bara om det finms ctt syfte med detta.

Dessa uppgifter anviinds enbart for registrering av samtycke i det administrativa systemet

Bamets/elevens namn ' Personnummer
Forskola/skola ' Avdelning/kiass
Vardnadshavarens namn

Vardnadshavarens namn

Jag ﬁlléter att mitt barns foto och namn publiceras p& www karlstad.se.

Ja D Nej D Nej, jag har inte fatt nog information . D

Jag har ocksa tagit del av informationen om hantering av personuppgifier pa

www.karlstad.se/bu/pul.

Underskrifter



Unikum - Authentication
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Information about ethnic
origin in Unikum
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Newly proposed EU Data

Protection Rules
‘Data Protection Regulation proposed 25 January 2012)

Single set of data protection rules, valid across the EU, and
If data are processed abroad by companies active in the EU
market. One DPA in charge.

"Right to be forgotten”
Right to "data portability”

Easier exercising of data subject rights (electronically, in
relation to all recipients)

Explicitly given consent, more transparency of data
handling, easy-to-understand policies

Increased accountability, privacy breach notification, higher
penalites (up to 2% of global annual turnover)

Privacy impact assessment (PI1A)
Privacy by Design (PbD), Privacy by Default




Global networks, cookies, webbugs, spyware,.
Location-based Services (LBS)

Ambient Intelllgence RFID.. @
Cloud Computing Eﬁf
Smart Grids/Meters m

Social Networks
Video Survelillance

REND~
|
M Tag Header
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Each electrical
appliance has its
own fingerprint
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= Privacy Risks of Social
7 Networks

Intimate personal

details about social
contacts, personal
life, etc.

The Internet never
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Politikers identitet
stals pa Facebook

KARLSTAD: "Plumpt och dumt"

Karlstadspolitikerna Robert Warholm (FP) och Lill Nilsson (V) har
fatt sina identiteter kapade pa Facebook.

— I sitt eget namn kan skamta hur mycket man vill om mig. Men att
gora det i mitt namn ar att ga dver gransen, sager Robert Warholm.

“Anders Enape hade inga trosor pa sig i dag”. Det dr
det senaste inldgget pa vad man skulle kunna tre ar
kuoltur- och fritidsndmndens vice ordfirande Robert
Warholms personliga fansida pa Facebook. Iandra

inldgg som har gjorts pa sidan den senaste manaden Robert Warholms personliga
foresprakar den pastadde Robert Warholm bland annat fansida? Nej, sidan & en

ocksa barnaga.

Alen sidan ar en bluff. Den verklige Robert Warholm
har anmalt det hela till Facebook, och &ven till
Folkpartiets sdkerhetzansvarige.

— Det dr Klart att det inte dr bra att folk gar in och =tjdl
andras identiteter. Samtidigt ar det ju politiker som
sticker ut som riskerar sadana har saker, :2 man far
ndstan ta det som en komplimang. Men naturligivis
zka det inte vara pa det har viset, sager Robert
Warholm till NWT.

Kultur- ech fritidsndmndens ordféirande Lill Nilsson
har ocksa fatt sin identitet kapad. Wagon har skapat en
falsk profilsida 1 hennes namn. Den verkliga Lill
Wilszon tar dock inte =2 allvarligt pa det intraffade.
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Ant Zm el srmrnarnkhart Rl vEE 24 Aad tnda Sem m e mnd - rlaa

ldentity Theft — "Face rape”

Finis "'-u,.'_ ; —
. KARLSTAD.SE Las dina
! "" o 59 90 nyheter
i mobilen.
Torsk- [
filé H= 4 KARTA
Max 2 s hushill 25-' Firsk Entrecote <
SVERIGE .
Max | >
Var hénde

in
i§ria

Rl Warholm 4. s ouim

[ T

@ Bokeart Warkom Lube s wace Sedn mon o gl

T ey ol Wb ol Antadhar Sfiger A Gl mye SN
B

Cmdepmee Kb

Sden e Lt

g, B B b

& 100% v
T

Blogg

¥ -
vanta nu ett tag, varfor ska
vi alltid kolla bakat i tiden nar
vi pratar om Degerfors? L3s

IDDne
ALVOTR 10T

konsthantverkare
bildat

WG O9:00
Samforstand ar
pé vag att nis
I DAG: 05:00
Hewport nasta
och ny, tuff

ntrmaninag

Chatter

Chef-
redaktir'n

Dalsland
Debatt

¥ Niererfrrs



Privacy Risks of Social Networks
— Soclal Network Analysis

N Social Network
Analysis/Profiling by:

MSNHome | Mail |

Employers

C3 yican 4 4090 AapAor 24 Lrermrnontg e

chet news eSchools/Universities

B bt Bloare CRICT Misrmae | 1AFbnarmes | e

IH!H!llEHIIIIL______Jlllllllllllllllllllllllllllllllllllllllllllllllllllll-

BC Ca'ﬂal Hacking and Social Networks

YWhen people talk about hacking and social networks, they're not referring to the commeo ® I nsurances
hacking, which is using malicious code or backdoors in computer networks to damage s
. proprietary information. Hacking into social networks requires very little technical skill. It °HaCkeI‘S

eTax authorities

e aw Enforcement

REFUBELIE

I Der psychological game - using information on personal profiles to win a complete stranger’s
I This second type of hacking is called social engineering. Social engineering uses persu;
[ Ove psychological technigues to exploit the weakest link in the information security system
| SearchSecurity.com]. Examples of social engineering scams could be P
LastUpdatf [ | e
] CBC News » Calling a systems administrator posing as an angry executive who forgot his pas
I needs to access his computer immediately
| A Quebd « Posing as a hank employee and calling a customer to ask for his credit card nur
employe = Pretending to lose your key card and kindly asking an employee to let you into the office “m': I ,
( ation on job

| sources: SecurityFocus and SsarchSecurity. com]
| hr ) _ ) ) ) ) -
.hen creatmg a profile page on a social netwark, many people fail to consider the possible security risks
The more nereanal and orofeszional information vou include on vour cublic crofile the easier it 1= for a
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MailOnline

Home LGN U.S. | Sport | TV&Showbiz | Femail | Health | Science | Money | RightMinds | Coffee Break

News Home | Arts | Headlines | Pictures | Most read | News Board

Facebook to switch off @t O ey
controversial facial recognition

feature following data protection T} |
concerns 0
fran

German state bans Facebook ‘Like’ button

Posted on August 22, 2011 - 05:20 by Emma Woollacott

The German state of Schleswig-Holstein has ordered organizations to remove the Facebook 'Like’ button

from their websites and shut down fan pages.

The Independent
Center for Privacy
Protection (ULD) says

it's taken the measure

- because information
L | k e on 'Likes' is sent back
to Facebook in the US

and used to create a



_aw alone cannot sufficiently protect privacy

PETs can implement legal privacy principles
oy technology

Privacy by Design (PbD): "Build it In” — as
users have limited IT skills

= Conduct PIA

= Incorporate Privacy Protection into the overall system design
(instead of using "patches”)

= Data minimisation as a key principle
= "Positive sum”
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Classifications of PETs

1. PETs for minimizing/ avoiding personal data
(-> Art. 6 | c., e. EU Directive 95/46/EC)
(providing Anonymity, Pseudonymity, Unobservability, Unlinkability)
At communication level:

Mix nets, Onion Routing, TOR oiiisizizes, -
OC s el V0

Crowds,...
At application level:
Anonymous Ecash
Private Information Retrieval idemixa
Anonymous Credentials,...
2. PETs for the safeguarding of lawful processing
(-> Art. 17 EU Directive 95/46/EC)

P3P, Privacy policy languages WSC
Encryption,...

3. Combinationof 1 & 2
Privacy-enhancing ldentity Management (PRIME, PrimeLife)

PRIME

Privacy and Identity Management for Europe

S >


http://www.gemalto.com/php/pr_view.php?id=945
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) Definitions - Anonymity

Anonymity: The state of being not
identifiable within a set of subjects (e.g. set
of senders or recipients), the anonymity set

sendars recipienis
communication network -
0 ——— _____—i"q..i..._
i e —— e — -
[ O ™ - P
i O] [ — el
™ - Messages I .
I i T "f D |_ I :-'
P hil ] 1 (- ] ey
o L =
— - ime)
ander M)
I =1
scipient
gl=tg} =
largest possikle anon ets

Source. Pfitzmann/Hansen
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@ Definitions - Unobservability

Unobservability ensures that a user may use a
resource or service without others being able to
observe that the resource or service Is being

senders recipienis
communication metwork
]
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Source: Pfitzmann/Hansen



&3 Definitions - Unlinkability

Unlinkability of two or more items (e.g., subjects,

messages, events):

= Within the system, from the attacker’s perspective,
these items are no more or less related after the
attacker’s observation than they were before

Unlinkability of sender and recipient (relationship
anonymity):
= It IS untraceable who is communicating with whom




&5 Definitions - Pseudonymity

Pseudonymity is the
use of pseudonyms
as IDs

Pseudonymity allows
to provide both
privacy protection
and accountability

Person pseudonym

L

I
. . N
Role Relationship K
pseudonym pseudonym A
/ ;

I

Role-relationship pseudonym L

I

l T

Y

Transaction pseudonym

Source: Pfitzmann/Hansen
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But now the
remailer knows
everything!
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Alice

.
msg

Mix 3

- S
\- K3

Ki: public key of Mix;, r;: random number, A;: address of Mix;

o
%{?



Input Message M;

Message
DB

<o
\ "

,| repeated

Ignore Buffering
| messages in
messages batch

Sufficient
messages from
many senders ?

Recode

o)

A

Reorder

Output Message

*) Qecrypts M; = EyilAiyq1, 1
ignores random number r;,
obtains address A;, 1 and encrypted M; ¢

Mi, 1] with the private key of Mix;,




Input Message M;

Message
DB

—
-

Prevents replay attacks

Ignore

.| repeated

messages

—

Buffering
messages in
a batch

Sufficient
messages from
many senders ?

Recode

>

A

Reorder

Output Message
Miq t0 MiXj g

*) decrypts M = Eyi[Ai4q, T

ignores random number r;,

obtains address A;, 1 and encrypted M; ¢

Mi, 1] with the private key of Mix;,




Input Message M;

Message
DB

—
\ "

Prevents timing
correlations

Ignore

,| repeated

messages

—

Buffering
messages in
batch

VSufﬁcient

Recode

o

messages from
many senders ?

Reorder

A

Output Message

*) decrypts Mi = Eyi[Aiy 1. T

Mi, 1] with the private key of Mix;,

ignores random number r;,
obtains address A;, 1 and encrypted M; ¢




Input Message M;

Message
DB

—
-

Prevents content
correlations

Ignore

,| repeated

messages

—

Buffering
messages in
batch

Sufficient
messages from
many senders ?

~=

Recode

>

A

Reorder

Output Message
Misq 0 MiX;\q

*) decrypts M = Eyi[Ai4q, T

ignores random number r;,

obtains address A;, 1 and encrypted M; ¢

Mi, 1] with the private key of Mix;,




= Why are random numbers
’needed ?

If no random number r;Is used :

E KI(Ma Ai+1 ) > MIX M Mixi+1

/
Address(Mixi, ) =



= Why are random numbers

Ineeded ?

If no random number r;Is used :

MiX.

M iXi+1




=, Protection properties &
) Attacker Model for Mix nets

Protection properties:
= Sender anonymity against recipients
= Unlinkability of sender and recipient

~

Attacker may:
= Observe all communication lines
= Send own messages
= Delay messages
= Operate Mix servers (all but one...)

Attacker cannot:
= Break cryptographic operations
= Attack the user’s personal machine



Existing Mix-based systems for
HTTP (real-time)
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Simple Proxies (remailers)
= Anonymizer.com
= ProxyMate.com

Mix-based Systems considering traffic
analysis:

= Onion Routing (Naval Research Lab)

= Tor (Free Haven project)

= JAP (TU Dresden)



First Generation of Onion
Routing

Onion = Object with layers of public key encryption to produce
anonymous bi-directional virtual circuit between communication
partners and to distribute symmetric keys

Initiator's proxy constructs “forward onion” which encapsulates a
route to the responder

(Faster) symmetric encryption for data communication via the circuit
:
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&5 Onion Routing - Review

Functionality:

= Hiding of routing information in connection oriented
communication relations

= Nested public key encryption for building up virtual
circuit

= Dummy traffic between Mixes (Onion Routers)

Limitations:

= No forward secrecy

= First/Last-Hop Attacks by
»« Timing correlations
» Message length (No. of cells sent over circuit)



Anonymity Online

Protect your privacy. Defend yourself
against network surveillance and traffic

analysis.

Download Tor

What is Tor?

Tor is free software and an open netwaork that
helps you defend against a form of netwaork
surveillance that threatens perzonal freedom and
privacy. confidential business activities and
relationships. and state security known as traffic
analysis

Learn more about Tor »

% Tor prevents anyone from
learning your location or
browsing habits.

» Tor is for web browsers,
instant messaging clients,
remote logins, and more.

% Tor is free and open source

for Windows, Mac,
Linux/Unix, and Android

Why Anonymity Matters

Tar protects you by bouncing your
communications around a distributed network of
relays run by volunteers all around the world: it
prevents somebody watching your Internet
connection fram leaming what sites you visit.
and it prevents the sites you visit from leaming
your physical location. Tor works with many of
your existing applications, including web
browsers, instant messaging clients, remote
login, and other applications bazed on the TCP
protocal.

Get involved with Tor »

Tor (2nd Generation Onion
Router — www.torproject.orq)

Who Uses Tor?

e Family & Friends

the Internet.

=

- People like you and your family use

Tor to protect themselves. their
children, and their dignity while using

Businesszes

Businesses use Tor to research
competition. keep business
strategies confidential, and facilitate

internal accountability.

ind

Activists

Activists use Tor to anonymously
report abuses from danger zones.
Whistleblowers use Tor to safely

report on corruption.

F

Media
Journalists and the media use Tor to
protect their research and sources

online.

Military & Law Enforcement
Miltaries and law enforcement use

Tor to protect their communications,



TOR client obtains a list of TOR nodes from a directory server

Directory servers maintain list of which onion routers are up,
their locations, current keys, exit policies, etc.

TOR client
@

="

/
'

Directory
server



& TOR circuit setup

Client proxy establishes key + circuit with Onion Router 1

ﬂ@@/

TOR client

N
O




& TOR circuit setup

Client proxy establishes key + circuit with Onion Router 1

Proxy tunnels through that circuit to extend to Onion Router 2

N
O

TOR client
proxy




& TOR circuit setup

Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Etc.

TOR client
proxy
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Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Etc.
Client applications connect and communicate over TOR circuit

Tor circult setup

TOR client
proxy
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Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Etc.
Client applications connect and communicate over TOR circuit

Tor circult setup

mee

“do

TOR client
proxy
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Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Etc.
Client applications connect and communicate over TOR circuit

Tor circult setup

TOR client
proxy
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Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Etc.
Client applications connect and communicate over TOR circuit

Tor circult setup

TOR client
proxy
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Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Etc.
Client applications connect and communicate over TOR circuit

Tor circult setup

TOR client
proxy
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Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Etc.
Client applications connect and communicate over TOR circuit

Tor circult setup

TOR client
proxy
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Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Etc.
Client applications connect and communicate over TOR circuit

Tor circult setup

TOR client
proxy




Link is TLS-encrypted

Alice

Create cl, E (g X1)
Created cl, g yl, H(K1)

P

>l
)l

Relay c1 {Extend, OR2, E (g X2)}

OR1

Link is TLS-encrypted

Create c2, E (g X2)

OR 2

Relay c1 {Extended, g y2, H(K2)}

Created c2, g y2, H(K2)

Relay c1 {{Begin <website>:80} H

Relay c2 {Begin <website>:80}

Relay c1 {{Connected}}

Relay c2 {Connected}

>l
)l

Relay c1 {{Data, HTTP Get...}}

Relay c2 {Data, HTTP Get...}

Relay c1 {{Data, (response)}}

Relay c2 {Data, (response)}

Tor: Building up a two-hop circuit
and fetching a web page

Unencrypted Web site

HTTP Get...

(response)

Legend:

E(x): RSA encryption
{X}: AES encryption
cN: a circuit ID




- Review

Some improvemnets in comparision with Onion Routing:
= Perfect forward secrecy
= Resistant to replay attacks
= Many TCP streams can share one circuit

= Seperation of "protocol cleaning” from anonymity:

= Standard SOCKS proxy interface (instead of having a seperate
application proxy for each application)

= Content filtering via Privoxy
= Directory servers
= Variable exit policies
= End-to-end integrity checking
= Hidden services

Still vulnerable to end-to-end timing and size correlations



Crowds for anonymous Web-
Transactions

1. User first joins a "crowd" of other users, where he is

represented by a "jondo" process on his local machine '.'.'.'.'.'.’

2. User configures his browser to employ the local jondo
as a proxy for all new services i '

3. User”s request is passed by the jondo to a random
member of the crowd

4, That member can either submit the request directly to
the web server or forward it to another randomly (with v
pf> 1/2) chosen user.

-> Request is eventually submitted by a random member




Communications between jondos is encrypted with keys shared
between jondos



Crowds -Review

Sender anonymity against:
= end web servers (“beyond suspicion”)
= other Crowd members
= eavesdroppers

Limitations:

= No protection against “global” attackers, timing/message length
correlation attacks

= Web server”s log may record submitting jondo”s IP address as
the request originator™ s address

= Request contents are exposed to jondos on the path

= Anonymising service can be circumvented by Java Applets, Active
X controls

= Performance overhead (increased retrieval time, network traffic
and load on jondo machines)

= No defend against DoS-attacks by malicious crowd members



DC (Dining Cryptographers) nets
[Chaum 1988 ]

? i
Since | paid, Since | didn't pr N
| will say the s Now | know .
true side. one of them paid—but

| will say
the opposite
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DC-nets: Perfect sender anonymity
% through Binary superposed sending and
7 broadcast
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DC nets - Review

Protection properties:

= Perfect sender anonymity through superposed sending
(message bits are hidden by one-time pad encryption)

= Message secrecy through encryption

= Recipient anonymity through broadcast and implicit
addresses (addressee is user who can successfully decrypt
message)
Problems:

= Denial of Service attacks by DC-net participants (Defense:
trap protocols)

= Random key string distribution
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Anonymous Credentials (Idemix)

Relying Party

Service request

Data request

(unlinkable) selective

O'I:S‘C/OSU/’Q Konxon'r SVERIGE
A - r.&ﬁflh‘.ont SVERIGE - oy
e ;g:.g*:m
Vgl | e Al m
/ssues ng o .
credentials| T iece v F S gw

Advantages:
e Data Minimisation

e Unlinkability of Transactions (Idemix)
» No Profiling by 1dPs or Relying Parties

Identity Provider




PrimeLife Policy Language PPL

Personal Data ( _
Non-certified Data Subject

request resource

(Neven et al.)

n

Data Controller

request personal data

Resources
Non-personal content, services, ...

<

personal data

»

resource

>

™
==

e

— | |policy,,  Collected personal data
(o)

SR
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A

Specific Policy:
over specific personal data (e.g. birth date)
* Access control policy (ACP):
who can access (e.g. PrivacySeal silver)
e Data handling preferences (DHPrefs):
how is to be treated when revealed
* Authorizations (e.g. marketing purposes,
forwarded to PrivacySeal gold)
* Obligations (e.g. delete after <2y)

Generic Preferences:

DHPrefs over implicitly revealed personal data
(e.g. IP address, cookies,...)

» Authorizations (e.g. admin purposes)

* Obligations (e.g. delete after <2y)

I

€ \1‘ Y
(('1
e

Specific Policy:
over specific resource (e.g. BuyService)
» Access control policy (ACP):
who can access
* cards to possess (e.g. ID card)
* personal data to reveal (e.g. nationality)
» conditions to satisfy (e.g. age>18)
» Data handling policy (DHP):
how revealed personal data will be treated
* Authorizations (e.g. marketing purposes)
* Obligations (e.g. delete after 1y)

Generic Policy:

DHP over implicitly revealed personal data
(e.g. IP address, cookies,...)

» Authorizations (e.g. admin purposes)
* Obligations (e.g. delete after 1y)
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Questions ?

http://www.cs.kau.se/~simone/
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Repetition: Diffie-Hellman Key
exchange

Global Public Elements:
g: prime number
o. o< gand o is a primitive root of g

[If o IS @ primitive root of prime number p, then the numbers:

o mod p, a*mod p,..., a®* mod p
are distinct and are a permutation of {1..p-1}.

For any integer b<p, primitive root o of prime number p, one can find

unique exponent i (discrete logarithm),
such that b= o' mod p, 0<i< (p-1)

For larger primes, calculating discrete logarithms is considered as
practically infeasible ]



Diffle-Hellman Key Exchange

B
User A g: prime number, User B
o.. primitive root of g
(zenerate
random X, <q;
Calculate
Vy=ctmody Y-"! Generate
7 random Xy < g;
Calculate
| Yp= aMB mod g
Y Calculate
Calculate K=(Yy) v mod g

K = (Yp)™ mod g
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