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Security should be simple...

Windows 8 - Picture Password
https://blogs.msdn.com/b/b8/archive/2011/12/16/signing-in-with-a-picture-password.aspx
Ettps://blogs.msdn.com/b/b8/archive/201 1/12/19/optimizing-picture-password-security.aspx
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Good? security usability does exist:

ThinkPad

Google Authenticator

ier this verification code if
ompted during account sign-in:

john@example.com

373010

Google accounts

Two-step verification

Enter the verification code generated by your mobile application

Enter code:

[[] Remember verification for this computer

Enter your verification 7
code from your phone 4

2

But do remember: In general, 2-factor authentication is one thing you know and one thing you forgot at home.
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[my personal clip art gallery]

(Mostly) Bad Examples
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Tell everyone their new password in
public

ALPHAIT AS VITILBYR PARTHNERE REFERANSER KONTAKT PRODUKTER OM 0S5 MAILOPPSETT

gty L=

DATATJERESTER TIE

FASTE PRISER

RLPHR IT RS

VIKTIG INFORMASION VEDRORENDE MAILPROBLEMER!!

Etter at det gamle mailsystemet gikk ned er nd det nye mailsystemet oppe!
Det gjenstdr imidlertid fortsatt en del tid for alle mailbokser er pa plass!
Vi vil imidlertid presisere at INGEN DATA ER MISTET! r

._'\&

For & bruke Web-mail er nd adressen: https:/ fowa.alphait.no/OWA

NB! Det er viktig at du bruker alphait, FORAN ditt brukernavn,
altsd alphait UTEN bindestrek!

Alle passord er satt til Zalo1234!

NB! LES GIENNOM INFORMASIONEN N@YE OG Fi
F@OLG PUNKTENE PUNKT FOR PUNKT! ( f £

Oppsett for eksisterende brukere pd Outlook/terminal
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be careful with your requirements...

DNBNOR

B ) Eu_rs_il.cr.ir.'lg.e.r _________ 3 Det nye passordet skal vaere mellom 5 og 14 tegn.
Passordet ma inneholde minst & karakterer, hvorav minst 3 nummer og 2 bokstaver. Sl-cader """""" 5
Mytt passord: sessesestene 'I”"’Se”dte meldinger
- Nytt passord
Bekreft passord: sesssssesssel el ool S | |
i Eiiie i el M Bekreft nytt passord | |
‘ed reise >
\\\\\\\\\\\\\\\\\\
Kontakt >
Hjelp > Til forsikringsowversikten
Kundeopplysninger
Endre passord e e S
Mine foto
Endre passord
Endring av passord Logg ut
ERGINIG o oo w MAKING LEADERS SUCCESSFUL EVERY DAY
Ditt passord ma besta av 6-12 tegn hvor det ma vaere minst 1
bokstav og 1 siffer. Passordet ma ikke inneholde mer enn 2
etterfalgende tegn fra ditt brukernavn.
Navarende passord -
| | step 1: Create Your Profile
Nytt passord Registering for a Forrester account is fast and entitles you to free research, RSS feeds, alerts, videos, and more.
| |(5-I2ha9n} 1: Create Your Profile 2: Identify Your Role 3: Select Alerts And Newsletters
Bekreft nytt passord

| |

Login Information

Business email

Choose password “ |

Passwords are case-sensitive, must be between four and 15 alphanumeric characters (i.e., A-Z, 0-3), and do not support
spaces or special characters (e.g., &, -, _). You can change your password at any time.

Retype password | |

£vi




...but please do require something...

cv-registrenng toptemp.ano/ toplemptime/account/register.aspx

toptempbemanning

REGISTRER NY BRUKER

Bruk informasjonen under for & registrers deg som bruker pa vare websider,

Passord md veere pd minimum 1 tegn.

Infa

Dppeett bruker

10
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..accept end-users for who they are...

Shal | IT HAS TO INCLUDE
AP LeTTERS AND BE AT |
| LEAST SIX CHARAC- |
3] | TERS LONG. _4

a1
| WITH A MIX OF |
LETTERS AMD NUMBERS. |

11
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Store their credentials safely.

1I@as

Apper

s Dropbox .

» Various performance improvements & hug
fixes

We now store your Dropbox credentials in
Android's sccure Account Manager. This
means Draopbaox can't be installed on your

diasthaiemr=ATTOUNts"

permissions. These permissions only allow
Us L0 4CCESS accounls we creale,

DESCRIPTION

Drophox is a free service that lets you bring
all your photos, docs, and videos anywhere.

ELCOMSOFT

PAOAGT

ElcomSoft Analyzes 17 Smartphones’ Secure
Password Managers, Finds No Security

EleamSait Ca. Lid. enalyzed 17 popier password manegement appz avaffat!e for Apple 108 ana
EfacuBerry platforms, ineluding free and commercially avallable toals, and alzcovered thal no single
password kaeper ann provides & claimad level of profaction. None of the password keapars sucept one
are whilizing #08 or BlackBerry axising secunly modsl, relying on their own implementstion of dala
enzrgption. ElcomSel! research shows thal thoss implemeniaiions fal io provide an edequale lavel of
protecton, ellowing an sfacher fo ecover encrypled icfarmetion in less itan g day if uzer-seleciehie
Mazler Pessword iz 10 fo 14 digiis fong.

Finally, 7 ot
innslenlhy, "Ll

rwnr'wwrr"' uneneryrind or rnerypoe sn poney that they ean he renoeoroed
r sl says Ardey Balense, ElcoimSe Chisl Sscurily
Rassarchar T the antlre sacuty mads!. Sema of the taals waidld heve A hatter
whaniue T s v ST whonad 10,000 (0 20,000 linwes mong sCowre i iumis o) resswon
recovery speed. Some other ooz ane cnmoiewEl}- nopeless end showd be avaided st ail cozts.”

Cur raseah o conn agan thar (T enaaniy rr-qmm T l\'nr' Jumt -lrr'm'immr"'l shlE", eommnnis Dmitry
Shilyzrow, EcomSolLIT Securily AnalysL “ Wil g and Wil dog van .v.ﬂ'y
A fazRFwor keapar, clalming fhair produst 1M=r‘r"1 RENHNE w‘nr'h'i =
e Ll Wi wihole systeen it aesoun! inofudiey e wsee finsul

algarithm siana®.

Background

Pasgwords should ba long and complacs. The same password ehould rot be used for diferent services, no mattar
howe comoles that pasawand might be. Those are ve ld mequrements often dermanced by corsorate securty oolizles.
Howavar, these requiremants create a challenge of remembearing dozene of complax passworcs . someth g an
awerage human hring 1z nef wery geee b

Passwint Keenara, or pAKIWOIT MANENRMANT Appa. &% &npl catinna dealgrad ie faci tata skoring Ane mAnARRment
of passwords on maobile platiorms such as Apple i0S and BlackBerry. Password keepers are a matsr of
comvenlence, offering a centrelized storege and quich access to all user's paaswerds and oleces of sens tive
informalion such as credit card cata. Typically. access to user's passwords s protectsd with a single maste-
paseword

z . Microsoft Partner !unmm

el Solnan dvacky T
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... and give them simple but useful help...

tw itter! Home  Profile  Messages  Who to Follow

the qu estion.

@?%

Want to create a really strong password? Ask Hamlet.

To be or not
to be, that is { Zbonlbtit({ )
Woo hool Your password has been changed! 3

Flease be sure to memaorize it or note it in a safe place.

Proceed to your account

MY KEYBOARD I5 DOGBERT'S TECH SUPPORT

BROKEN. IT ONLY Or Macheth. Or Othello. Or aven take a lyric from your favourite song. The more

. TRY CHANGING YOUR 1 HOPE unusual the better, Try thinking of a memarable line like, To b, or notto be that
o o HOlERakG PASSUWORD TO FIVE I CAN
FGR PASSLJORDS . ASTERTEKS REMEMBER Is the question and then use numbers, symbols and mixed letters te recreate it

acoiladamsitacl.cam

2bon2btitg is a password with quadrillions of variations. Which Is a lat,

1n short, strong passwaords can keep you safe online, which s good ta know.

To find out more cn how to be safer on the Internet zo to 2oogle.co.u</goodtoknow

@ 2001 Uniled Fuslers Syndiceds, inc.

www.dilbert com

ey

. EVRY



«write down your password» can be
smart.... § | '

@ AT-A-GLANCE

User Name
& Security
Questions

As long as you DO try to hide those POST-IT notes just a little bit!
http://securitynirvana.blogspot.com/2010/03/write-down-your-password.html

14
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Hey, some actually do give that advice!

Woo hoo! Your password has been changed!

Flease be sure to memaorize it or note it in a safe place.

FProceed to your account

15
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EURD:AF!D Mitt Eurocard

Logg inn

Her kan du enkelt fa oversikt over ditt Eurocard, seke om Delbetaling eller ekt
kredittreserve, samt administrere MasterCard SecureCode. Velg om du wil
logge inn med SMS eller passord.

SMS (engangspassord])  Fassord

Fadselsnummet {11 siffer) Fire (4} siste siffer | mohilnummeret

| | Neste

My bruker?

Fegistrere eller endre mobilnumimer for innlogging

Eurocard kundeservice | telefon: +47 21 01 93 20 | faks: +47 21 01 53 01

; EVRY




EUHQCAF!D Mitt Eurocard

Logg inn

Her kan du enkelt f3 oversikt over ditt Eurocard, seke om Delbetaling eller ekt
kredittreserve, samt administrere MasterCard SecureCode. Velg om du wil
logoe inn med M3 eller passord.

SMS (engangspasszord) | Passord

Fadselznummer 11 siffer) Fassord

| | 6 Logg inn

[y bruker?

Glemt passaord

Eurocard kundeservice | telefon: +47 21 01 83 20 | faks: +47 21 01 53 M

. EVRY




EUROCARD Mitt Eurocard

Registrer deg som bruker av Mitt Eurocard

For & henytte Mitt Eurocard ma du logge inn. Dette kan gjgres med passord,
eller engangskode du far via SMS.

Yelg ett av felgende alternativer.

SMS (engangspassord)
D logger inn ved hjelp av din mohiltelefon. Bt engangspassord sendes med SMS il din
telefon. Wed registrering av mobilnummer, ma du henytte BanklD eller Buypass for &
identifisere deg. Mar du erinnlogaet ved hjelp av SMS, kan du opprette et passard far
innlogging hvis du énsker det.

Registrer degbs

Passord

@insker du & logge inn uten & registrere mobilnummer, eller berytte elD, kan vi sende et
innloggingspassord til deg i posten. Dettar ca. 6 dager.

Registrer ded her

Avbryt

Eurocard kundesernvice | telefon: +47 21 01 83 20 | faks: +47 21 01 83 01

; EVRY




Summary

Overall Rating

88

Certificate

Protocol Support

Key Exchange

Cipher Strength

0 0 40 Bl an 100

100

85

Documentation: SSLITLS Deployment Best Practices and SS1L Server Rating Guide 2009

This server is vilnerable to MITM attacks because it supports insecire renegotiation {(more info)

This server is easier to attack via DoS because it supports client-initiated renegotiation {more infa)

This server is vulnerable to the BEAST attack (more info)

www.ssllabs.com

19
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Security questions are *hard™ to do
properly!

Activate Card Processing

B B Balance $0.00 Per Thorsheim
[0 Mext Deposit $0.00 Account Help Sign Out

Profile Set a Security Question

Ta protect your account, you have the option of correctly answering a security question

Settings of your choice befare resetting your password. Leam more.

Deposits Security Question

What was the model of your first car?

Password What is the name of the street you grew up on?

What was the model of your first car?

What was the name of your first childhood pet?

What is the name of the first Elementary School you attended?
What was your high school mascot?

Security Question

Get a Card Reader

www.lightbluetouchpaper.org/2010/03/04/evaluating-statistical-attacks-on-personal-knowledge-questions/ WW
20




Do NOT e-mail me my password!

Varsel om rutinemessig endring av passord for www.thorsheim.net / New password for www.thorsheim.net

[ENGLISH VERSION]
Dear customer,
It is now more than one year since the FTP password for the webhotel www.thorsheim.net was last

modified, and as a routine precaution we have changed your password. The change will be visible
within 1-2 hours. Your new username and password are as follows:

Username:
Password:

You should now log in to the control panel at https://www.domainnameshop.com/login using your
username and password there (not the same as the above, click on "Forgot your password?" if
necessary), and change the FTP password to something which is easier to memorize, BUT NOT THE SAME
PASSWORD AS YOU HAD BEFORE.

From the control panel, first choose the domain from the list "My domains", then click on the "Web
hotel" tab at the top of the grey field, and then on "View/change" to the right on the line starting
with "FTP:". Here you can set a new FTP password.

For more information, please see:

http: //www.domainnameshop.com/fag.cqgi?id=249&1ang=en

Kind regards,

Domainnameshop

Or else.....
21
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Hall of shame

PasswofdFsil.com

ol Ling Fi

April 2Rth, 2N12 at 12:N2PM

Menber Message: You've Received 2 wink trom SRR o Ve Gatae

Websites with problems (86)

Eervice Lrl Purpose Status Repaoried By

lads ads.com
Gay dating site.

Mot only docs  the site Sstore your password in plain toet but it includes
wour password in every email it sends and not just registraticn and
passwiord remindzars, attzched is a notifcation email that I received =
message from snother Jser with rmy username and password at the
bottor.

£vi



Password Policy Hall of SHAME

Storing passwords in PLAIN TEXT is NOT SAFE.
It's time to make online services clean up their act!

This is a user-submitted list of websites and services that enforce a password policy that is detrimental to password security. This includes password
policies that exclude special characters or enforce a maximum length. As explained on the password restrictions page, these unreasonable password
policies are signs that the passwords are being stored in plain text, not hashed with salt.

Cryptographic hash functions will take any input and produce a fixed-length cryptographic signature of the input. If the passwords are being hashed,
there is no need for password restrictions, so we can assume any websites that impose these restrictions are storing passwords in plain text...until
they prove otherwise.

_Statistics

Of the top 59 account-based websites...

e Over 50% limit passwords to 20 characters or less.
e 249% don't allow passwords to contain symbols.
Of the top 100 websites as rated by Alexa, 59 allow users to create accounts that are unique to that site (e.g. ebay.com and ebay.de are counted

as one). Of those 59 websites, 49 (83%) impose an upper bound on password length. Over 50% limit passwords to 20 characters or less. 14 (24%)
restrict passwords to alpha-numeric characters only. It has been confirmed that at least two of the 59 sites store passwords in plain text.

Password Length Limits - Alexa Top 100 Password Character Restrictions - Alexa Top 100

Alphanumeric
Only
249%

Download the raw data

https://defuse.ca/password-policy-hall-of-shame.htm EV”
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E-mail can be used for password resets...

File Edit

Forespersel om tilbakestilling av passord

View

A reply ¥4 GroupReply ¥ B Forward ~

From:
To:
Subject:
Date:

Klikk
timer.

no-reply@sats.com
per@thorsheim.net
Forespersel om tilbakestilling av passord
Wed, 15 Feb 2012 18:01:58 +0100

pa linken for a tilbakestille ditt passord. Linken er gyldig i tre
19BB67F8

http://www.sats.no/nytt-passord/?username=

(-]  From: no-reply@sats.com
To: per@thorsheim.net
Subject: Ditt nye SATS-passorder
Date: Wed, 15Feb 2012 18:02:33 +0100

Ditt nye passord er

24
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...but not everyone does it «correctly»

velkammen til StepStone

Kjere StepStone-bruker,

Vi er glad for & kunne minne deg om passordet wnder
<p=Logg Lnni ={p=

wpxPassord: «a

href="hitps:; lwew, sTepsTone, ol s Mindes cfmieveni=Candlidatel Bl
class="email_inline®»Tilbakestille/awr</p>

Ay sikkerhetsmessige hensyn  wil det'te pas!urd@ﬂse koblingen vil vere gyldig L trettl dsger. Mw)s du vil tilbakestille passordet, kan gjore det via “Min StepStone™
loginside, og velge alternativet <a class="email il =" [nehPasswordfetrieve] = "Hent passordt

Trenger du mer hieilp? Kontakt oss pd: info@slepstons. ng

Vi ensker deg lykke til 1 jakten pd drammejcbben,
=B =

StepStons Teamet

zhr=

Stepstone

{Customer Service info@stepstons.no)

Kjzre StepStone bruker,

Vi ensker & bekrefte at ditt nye passord til "Min StepStone” konto har blitt lagret.

Hvis du ikke endret passordet ditt kan du kontakte oss umiddelbart: info@stepstone.no

Vi haper du finner den rette jobben for deg.

StepStone

Senderinformasjon StepStone Norge AS | Thunes vei 2 | 0274 0slo Tel.: +47 22 83 33 30

g EVRY




Password meters are dangerous:
digiEipost

Postkassen Innstillinger

Kjekkenbenken

Avialevilkar Personhg Kontostatus

Arkivet
Passordel ma ha minst 8 tegn og innehcide slore og smé bokslaver, saml tall eller spesialtegn.

@insket passord
Passwdsiyrxe Sterk
Minimumskrav
Bekrert passord
Passordl

END RE PASSORD

w Features Solubons Customers Compary Pricing m

Powerful collaboration for any business  ig

@ Select a Box plan: @ Setup your account:
© Personal # Business @ -
irst Nama
Free Fres 14-Day trial
Purchase additanal storage £ § 15/ wser / manth after tral EoEE
B Business Namae
A4 1 User o 3500 Usars

F. 5 GH+ of web-storage #5500 GE of web-st
5 23 MB file site Fmit |2 2 GEB fike size lim|

IBEmail

&* Simple sharng and collaboration @ Sync deskiop Bles) BEEWD
Mabde app acc 4 :
8 Mabde app access 4 Fulliext search e —

Ses all features & Advanced user per

http://securitynirvana.blogspot.com/2010/11/revisiting-password-meters.html E'V”
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...otill want a password meter at your
site”? <5 Drophox tech blog

zxcvbn: realistic password strength estimation

Fosted by Dan Wheeler on April 10, 2012 Links

. [n] box H
Over the last few months, I've seen a password strength meter an almost every signup form LERDDE Rt
Dropbox Blog
About us

— = Tour

I've encountered, Password strength meters are on fire,

sssssssssssnes Jobs

© ;

Download
Here's a question: does a meter actually help people secure their accounts? It's less important
than other areas of web security, a short sample of which include:
e Preventing online cracking with throttling or CAPTCHAS, Recently Written

e Preventing offline cracking by selecting a suitably slow hash function with user-unique 2xevbn: realistic password

salts, strength estiration

e Securing said password hashes. Hilary Mason Speaks at Dropbox

with that disclaimer — yes, I'm convinced these meters Aave the potential to help, According to Using the Dropbox AP from

Mark Burnett's 2006 book, Perfect Passwords: Selection, Protection, duthentication, which Haskell

counted frequencies fram a few rillion passwords over a variety of leaks, one in nine people & Python Optimization Anecdote

had a password in this top 500 list, These passwords include some real stumpers: passwordl, Dennis Ritchie

compag, 777?777, merlin, rosebud. Burnett ran a more recent study last year, looking at & Translating Dropbox
million passwords, and found an insane 99.5% occur in the top 10,000 list, with 91% in the top

1,000, The methodology and bias is an important qualifier — for example, since these =
| RSS Feed

I] Like us on Facebook
Follow us on Twitker

passwords mostly come from cracked hashes, the list is biased towards craclkable passwords to

beqgin with,

These are only the really easy-to-guess passwords. For the rest, I'd wager a large percentage
are still predictable enough to be susceptible to a modest online attack. So I dao think these
meters could help, by encouraging stronger password decisions through direct feedback. But

right now, with a few closed-source exceptions, I believe they mostly hurt, Here's why.

http://tech.dropbox.com/?p=165 & https://github.com/lowe/zxcvbn £'V
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No default passwords or backdoors,

PLEASE!

ERRTER s v T - e 0

Ac  Edt “ow  Freodtss Todk  Hep

G- B omm o Peges

Dmbeb -

Took -

i Favaies g Bz barmc sov defa_kposmwcrds
default password list
EBivwse Ly thar=_le: ABCDEFGHIJKLMNOPOQRSTUVWXYZD-5
Displaying 128 paswwords ol lolal 1237 enlrys.
MavaTas Prow ool Puviz o Frolucs Jee
adaln Frri=rs lHarzwars [ITT?  -/a
s R Muli seer
oki 5300
(=] L5300
il (S
O ocom 3600 al
wutigaam udlay 1.0
oz mmie MZP A
T nanun VAR DAty Any
Daue Cauvmer-Strike L3
urz_le L7
tioacls £ and 1t
Drads radz ROSMS gi
Crads Crads RDSMS 8
Orads Qrace RODDMS o
tradds  Geads ARy Hi
Orads Orada ROSMS gi
Drad= Qradz RO3MS &
trads  Cads KIS S and 1t
Gradz  Oradz ROSMS gi
Crads Crads ROEMS Fand &
Crad Orads RDDMS Fand 0
' HHRL Hi
0 Drada RDSMS 7and 8
Dradz Taml &
thocls Jand 1t
Orads Gradz NOSMS g
Crads Crads RDSMS &
Crace Qracls RODDMS ]
teads O ARy Hi
Qrads  Oradz RDSMS gi
Drad= Qrad= RD3NS &
Grads  Crads KIS 2 and 1t
Qradz  Oradz ROSMS 7and &
Crads Crads RDSMS &
Aomcde  Aomde DROMR n
L]

Fazuvesd

2 and the number of 2CC prazer

charactors of she &L ===
ractzre of the MAC ADRESS
LS cleraclzis ul Ui MAT ADRESS il il wunlams anv algp

“ters Ipperaean)

it containe any alp

25t 1. ~har=—ters [rhars upper-ased) fom MacC Address

saBbCeld
aluin
zzcadmin
ok
aimin

& mora

L)

Problem:

An undocumented backdoor account exists within all released wversions
of BuggedCom's Rugged Operating 3vstem (BO3@) ., The username for the
account, which cannot khe disakbled, iz "factory™ and itz password i=s
dynamically generated based on the device's MAC address. MHultiple
attempts have heen made in the past 12 months to have this backdoor
removed and customers notified.

http://seclists.org/bugtraq/2012/Apr/185
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Written Password Policies
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Password policies should be simple to

iPhone Support

TERMS AND CONDITIONS

A. MAC APP STORE, APP STORE AND IBOOKSTORE TERMS OF SALE
BE. MAC APP STORE, APP STORE AND IBOOKSTORE TERMS AND CONDITIONS
C. PRIVACY POLICY

T

Perfect
Passwords

SELECTION, PROTECTION,
AUTHENTICATION

Crwate Paureond Polcies That
(Raffle the lad Gy, Mok Yous Liven

+ Wyt m Fasnien, doe Revfect Bpvvanedh

+ Bkl Pavimond Polcan That Won'® S graored

o E Bk [l T file's o] Pini s, o8 A Frei

30 EVW




... Or passwords may end up here:




— Danskene tenker
gammeldags

Norsk sikkerhetsradgiver hudfletter passordkrav fra dansk
bank

WEGARD OTTERWIG 25 april 2012 1508 ﬂ__’
Tweet

i meldte nylig at en dansk bank nekter kundene sine & bruke passord med
spesialtegn.

— %1 har walgt a ikke stette sikkerhetstegn fordi sikkerhet alltid wl vasre en

balansegang mellom sikkerhet og brukervennlighet. %i vil gjerne at folk velger et passord sam
de kan huske. Hvis de kan bruke spesialtegn, il mange begynne & skrive dem ned pé lapper,
og dermed ryker sikkerheten, sa sikkerhetsgjef Miels O, Rasmussen til det danske nettstedet

ComON.

EVRY



Our past is paved with bad examples...

3 kontakt &5 nettstedkart

& hjem

bedrift

privat ferstehjelp nettbank om nettvett.no

(71 055 47 ordliste  E] tips en venn i

Forside : Privat : Bedrift : forslag til policy ved bruk av passord

MNasjonal sikkerhetzsdag
Rizikovurdering

Lage sikkerhetsstrategi
Regler for infrastruktur
Internt nett

Tilkabling til Internett
Hiemmekontor
Ekstranett
Kenfigurering

Lage sikkerhetskopier
Kiepe sikkerhetstjenester

Beskyttelse mot virus, ormer,
trojanere og spyware

Handtering av IT-hendelser
Sikker elektronisk A
kommunikasjon - elektronisk
1D, e-signatur og kryptering
Gede rad for arbeidsplassen

Innlogging og valg av
passzord

= Forslag til policy ved
hruk av nassnr

Forslag til policy ved bruk av passord

Et passord ber veere lett § huske og vanskelig & gjette, og ber ikke kunne feres
tilbake til brukeren. Disse kravene er selvmotsigende, men dersom man tenker pa
en hel setning, for eksempel: "5 rosa Elefanter floy til de 7 manene” og bruker de
ferste bokstavene i hvert ord og tallene, blir passordet "SrEftd7m”. Passordet blir da
wveldig vanskelia 3 gjette for en utenforstaende, men lett for innehaveren 3 huske.

Medenfor felger et forslag til passordpolicy:

Passord er personlige og ma ikke overlates til andre

Et passord ber bestd av minst atte tegn. Videre ber man bruke minst tre av
disse fire tegnoppsetningene; sma og store bokstaver, siffer og spesialtegn
Passordet ber ikke vesre det samme som brukernavnet eller besta av deler
av brukernavnet

Fassordet ber iklke vesre knyttet til personlig informasjon som for eksempel
navn, personnummer eller telefonnummer

Et passord bar ikke vaere en vanlig tegnkombinasjon, et ord eller en vanlig
kombinasjon av ord som finnes | ordbeker eller brukes i daglig sprakbrulk,
uansett sprak

Et passord bar ikke veere et ord som er skrevet baklengs

En brukers passord som brukes innen organisasjonen ber ikke veere likt
andre passord som brukes utenfor organisasjonen

Passord ber byttes hver tredje maned og ma ikke vaere likt et tidligere brukt
passord

Paz=zord bor ikke skrives ned

EL Utskriftsvennlig versjon Del pa Facebook
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.... REALLY bad examples in fact.

Anbefaling

Bruk kombinasjon av tall og bokstaver

Passordet ma vasre lett 3 huske

Passordet ma vaere lett 3 huske, men vanskelig for andre a gjette
Passordet ber bestd av en kombinasjon av sma og store bokstaver. tall og spesialtegn
Vaer forsiktig med 3 bruke det samme passordet pa flere tjenester

Unnga bruk av ord som finnes i ordlister eller knyttet til personlig informasjon
Passordet ber ikke inneholde bokstavene &£, @ eller A

Tips: Bruk L33T sprak (bokstav <-= tall erstatninger)

Minstelengde

Bruk store og sma bokstaver

Tips: forkortede setninger (SrEftd7M)

Baser ikke passord eller PIN-koder pa personlig informasjon

Unnga ord som finnes i ordbeker (gjelder alle sprak)

Unnga bokstavkombinasjoner som ligner pa ord

Passord ber vaere sa langt som mulig, og minst 8 tegn

Benytt ulike passord for ulike tilganger

Bytt passord med jevne mellomrom

Bruk passfraser (setninger)

Oppagi aldri passord eller koder til noen — selv ikke banken

Passord skal vasre pa minimum atte tegn, og skal inneholde bade bokstaver, tall og eventuelt spesialtegn

Alle standard brukeridenter og passord fra leveranderer skal endres fer produktet settes i produksjon

NorSIS

Nettvett

<|=<|<l<|=<|<|<|< {.{III

III-Ci << <|<[<<
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Now let me fix that password security for you...

WITHOUT affecting UX AT
ALL

STARTING TODAY,
ALL PASSLWIORDS MUST
CONTAIN LETTERS,
NUMBERS, DOODLES,
SIGN LANGUAGE AND
SQUIRREL NOISES.




Rate-limiting online bruteforce attacks

+linode.com

Linode Manager Brute Force Protection
April 5, 2012 1:35 pm

We have implemented sophisticated brute force protection for Linode Manager user
accounts that combines a time delay on failed attempts, forced single threading of log in
attempts from a given remote address, and automatic tarpitting of requests from
attackers.

-Linode Manager

Username

Password

These protections increase the time it would take for a successful brute force by a
couple aeons, and significantly impede dictionary attacks.

This solution is preferred over locking accounts, since that's annoying and someone
else could get your account locked by making a bunch of failed log in attempts using
your username. Our solution still lets legitimate users make attempts — albeit a little
slower than usual.

»linode.c

Events RSS Feed, Emails, and Profile
Protection

Aoril 5, 2012 3:05 pm

Some of you may have noticed a few changes to the Linodz Manger over the past few
weeks, most notably that accessing your “My Frotile” and the “Account -= Users &
Mermissions” suotak row require passwerd re-authentcation.

My Frofile (czker, in case yeu forgot)
Re-authenizat (© unloc thewe wetings

Your Passwerd Authenticats

Tne re-authentcation is maant to protact your contact settings, password changes, anc
other preferences. Tha re-auth ‘asts for bout 10 minutes, ater which vou'll b2 asked to
provide your passworc egain on those sections of the Lirode Manager

If you re auth on your My Profile you will find two new features:

Lincde Eveats 385

Uning an RS resdir, you may subscrbs io the URL habu i racako 5 shean of ousnts relsting in s soaust
Evints REE Straam © ty onl Livody Jobs , bist we'l e i v time.

[ Lincd as,

Gererie 1 new FSSkey
Lnoge Eveats Email
Evers Emal Natifcaion Natificaticons are cunenty. Enadled

Togghe Event Emell hotitcations

The Linode Everts RSS Fzed allows you to subscribz 1o a stream of the activty
occurring under your account. Currently only Linode joos gre streamed, bat we plan on
adcing more event types. The NES URL itseff does not require Lirode Managzr
authentication — mazning, copy ard paste the LRI in‘o your favarite reader and you're
dore.

Tne other fzature is Linode Events emal notif cation — which is the same stream of
events aggregated over scme time [currently every 15 minutes) bt emailed drecly to
you. We have defaulted this to ENABLED for al exsting and any rew users.
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Recommendations

3 Blog posts and 1 academic paper:

1. «Enough with the rainbow tables: what you need to know about
secure password schemes»
http://chargen.matasano.com/chargen/2007/9/7/enough-with-the-
rainbow-tables-what-you-need-to-know-about-s.html

2. «Strong password hashing for ASP.NET»
http://zetetic.net/blog/2012/3/29/strong-password-hashing-for-
aspnet.html

3. «Why you should use Berypt to hash stored passwords»
http://phpmaster.com/why-you-should-use-berypt-to-hash-stored-
passwords/

4. «The quest to replace passwords: a framework for comparative
evaluation of web authentication schemes»
http://www.cl.cam.ac.uk/~fms27/papers/2012-BonneauHerOorSta-
password--oakland.pdf
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You should do risk analysis...

&

LIKELIHOOD
Lad

1 2 3 4

CONSEQUENCE

(Your choice of methodology of course...)
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... and accept the real world.

Dashboard

Climatizatio

\

Assistance

Location

Account

wl @ 21:10 O O

Doors c - YOLVO

Lock status Unlocked

Unlock

Demo mode i

il m  21:11

e |
Journal K7

Showing all

Going home 30. april 2011

16:34 - 21:43

Tulips in spring 29. april 2011

14:17 - 18:43

Visiting Hamburg 28. april 2011

14:31-19:35

Going to Denmark - april 2011
15:03 - 18:21

Demo mode
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Thank you!

@ Per Thorsheim

@ securitynirvana.blogspot.com

W @thorsheim
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We bring information to life




