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Swiss army knife in 
cryptography

• One of the most useful mathematical concept 
that has been invented in the contemporary 
cryptology in the last 20 years.

• Main use:
– Part of digital signature schemas
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What is a cryptographic hash 
function?

Intuitive requirements
• A function that maps a message of an arbitrary length 

to a n-bit output (the message digest)
– output to act as a fingerprint

– if the message digest is transmitted securely , then changes to the 
message to be detected with overwhelming probability
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What is a cryptographic hash 
function?

Informal definition
A function h:{0,1}* → {0,1} n, for a given n�� is 
called cryptographic hash function if it is
1. One way
2. Collision resistant
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What is a cryptographic hash 
function?

1. One way
– Preimage resistant i.e. it should has the property that it is “easy” to 

compute h(M)=y for a given M�{0,1}* , but it should be “hard” (or 
“infeasible”) to compute any M’ if just the value of y is given.
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What is a cryptographic hash 
function?

1. One way
– Second preimage resistant i.e. it should has the property that for a given 

M it is “easy” to compute h(M), but it should be “hard”' (or “infeasible”) to 
find another M’ ≠ M such that h(M’ )=h(M).
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What is a cryptographic hash 
function?

1. Collision resistant
– It should be “hard” (or “infeasible”) to  find two values 

M ≠ M’ such that h(M)=h(M’ ).
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Conflicts theory vs. practice

• The first explicit note for the need of one-way 
functions in cryptography was given by Diffie and 
Hellman in 1976.

• Several significant theoretical works by Yao in 1982 
and Levin in 1985 (connected with even older ideas 
of by Kolmogorov from mid and late 1960s)

• The existence of one-way functions was connected 
with the famous question from the complexity theory 
is P = NP ?
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Conflicts theory vs. practice

• It was shown that if one-way functions exist then       
P ≠ NP 

• Or vice versa, if P = NP then there are no one-way 
functions.

• The first conflict:
– It is well known that so far no one has succeeded either to prove or 

to disprove the claim P = NP, 
– Nevertheless the practical requirements to the designers of the 

cryptographic hash functions are to construct functions that look 
like one-way.
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Conflicts theory vs. practice

• Trivial theoretical fact (the pigeonhole principle). 
Since h:{0,1}* → {0,1}n, then there are infinite number 
of colliding pairs M1,M2 � {0,1}* such that 
h(M1)=h(M2). 

• The second conflict:
– although there are infinite numbers of colliding pairs, practical 

requirements to the designer of the cryptographic hash function are 
that it is infeasible in practice to find at least one colliding pair.
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Conflicts theory vs. practice
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• The conflicts between our theoretically limited knowledge 
for one-way functions and the practical requirements, 
make the construction of cryptographic hash 
functions extremely hard.

• The task for designers is additionally hardened by 
additional security requirements:
– pseudo-randomness when it is keyed with a secret key

– near-collision resistance

– partial preimage resistance
– indifferentiable from random oracle

Conflicts theory vs. practice
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Another point of view to 
cryptographic hash functions
• The “Random-Oracle paradigm” , Bellare and 

Rogaway, 1993

Hash functions are random functions
– Digest d=h(M) are chosen uniformly for each message M

– Digest d=h(M) has no correlation with M

– For distinct M1,M2,…, digests di=h(Mi) are completely uncorrelated 
to each other

– Cannot find collisions, or even near-collisions

– Cannot find M to “hit” a specific d

– Cannot find fixed-points d = h(d)
– …
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Random oracle paradigm
• The “Random-Oracle paradigm” works like this:

1. Assume that in your system (protocol, algorithm, ...) the hash 
function that you are using is really that good (as a random 
function)

2. Try to prove the security of your system with that 
assumption.

3. Replace the ideal hash function with a particularly specified 
function.

• In practice – very useful paradigm (OAEP encryption, 
Full Domain Hash i.e. FDH-RSA, Probabilistic 
Signature Schemes i.e. PSS signatures, …)

BUT
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Random oracle paradigm

• Canetti, Goldreich and Halevi: “The random 
oracle methodology, revisited”, 1998.
• There exists a protocol (pretty artificial, but still 
theoretically sound) which is provably secure in 
the random oracle model, but becomes insecure 
when the hash function used in the protocol is 
replaced by any concretely specified hash 
function.
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Random oracle paradigm

• Stinson 2001: 
1. A proof in the random oracle model is therefore no more than plausible 

evidence of security when the random oracle model is replaced by a 
particular hash function. 

2. This was the “thesis” proposed by Bellare and Rogaway when they 
introduced the random oracle model. 

3. In favor of this thesis, it should be noted that no practical protocol 
proven secure in the random oracle model has been broken when 
used with a “good” hash function.

4. On the other hand, the Canneti-Goldreich-Halevi result indicates that 
there is not likely to be any proof that this thesis is always valid.
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Formal definition of hash 
functions and basic attacks
• Formalization used by Stinson in: “Some 

observations on the theory of cryptographic hash 
functions”, 2001 (based on Bellare-Rogaway random 
oracle model)

• An (N, M) hash function is any function f: X→ Y, 
where X and Y are finite sets with |X|=N, and |Y|=M. 
These hash functions with finite domains are also 
called compression functions.
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Formal definition of hash 
functions and basic attacks (cont.)
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Formal definition of hash 
functions and basic attacks (cont.)

For an n-bit hash function (i.e. M=2n) 
in order �≥0.5, q≈0.69·2n
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Formal definition of hash 
functions and basic attacks (cont.)

For an n-bit hash function (i.e. M=2n) 
in order �≥0.5, q≈0.69·2n
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Formal definition of hash 
functions and basic attacks (cont.)

For an n-bit hash function (i.e. M=2n) 
in order �≥0.5, q≈0.69·2n + 1
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Formal definition of hash 
functions and basic attacks (cont.)

For an n-bit hash function (i.e. M=2n) 
in order �≥0.5, q≈1.18·2n/2
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Choosing the length of Hash 
outputs
• Because of the birthday attack, the length of hash 

outputs in general should double the key length of 
block ciphers
– From 2010 recommended hash functions and hash output lengths 

are: SHA-224, SHA-256, SHA-384, SHA-512 with projected 
collision security of 112, 128, 192 and 256 bits.
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1 E Flops

10 E Flops

100 E Flops

1 Z Flops

25 years in the future

10 E Flops

~280 computations in one year

~2100 computations in one year

2010 - Exact match with 
NIST recommendation to 

stop using SHA-1 (designed 
for 80 bits of security)
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Iterative Construction of Hash Functions 
(Merkle-Damgård Construction)

• A hash function needs to map a message of an arbitrary length to a 
n-bit output

– h: {0,1}* →{0,1} n

• The iterative construction
– use a compression function that takes a fixed-length input string 

and output a shorter string

• f:{0,1} n + t →{0,1} n

– a message is divided into fixed length blocks and processed 
block by block

– Merkle and Damgård in 1989 (independently) showed that given 
a collision resistant compression function, a collision resistant 
hash function could be constructed
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Iterative Construction of Hash Functions 
(Merkle-Damgård Construction)
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A short history of practical hash functions 
constructions (and their failures)

• MDx family
– Proposed by Ronald Rivest for 

RSA Labs
– MD2: 1989, Broken
– MD4, 1990, Broken
– MD5, 1992, Broken

• Inspired by MD x family
– RIPEMD: 1995, Broken
– RIPEMD-160: 1996
– Haval: 1992, Broken

SHA family, (SHA: Secure Hash Algorithm) – also inspired by MDx 
family
− Developed by NSA (National Security Agency)

SHA-0, 1993, FIPS-180, US Gov., Broken
SHA-1, 1995, FIPS-180-1, US Gov., Theoretically broken in 2005
SHA-2, 2002, FIPS-180-2, US Gov., SHA-224/256/384/512
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A short history of practical hash functions 
constructions (and their failures)
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Merkle-Damgård Construction 
does not act as Random Oracle
• Length extension attack on Merkle-Damgård
• For a message M = M1 M2 … MN, and the compression function 

f(A, B) used in Merkle-Damgård construction, the hash function is 
defined as:

h(M)=C(C(…C(IV,M1),M2),…MN),PM)
• where PM is the proper padding.
• The attacker does not M, but can guess its length i.e. he knows 

the block PM.
• He can easily construct a message M’=PM||M’1, such that he 

knows the hash of the message M||M’ i.e. he knows how to 
compute

H(M||M’) = C(C(H(M),M1),PM’)



40

NISNet - Winter School FINSE, 25 - 30 April, 2010, Cryptographic hash functions

Merkle-Damgård Construction 
does not act as Random Oracle
• Multi-collisions (Joux 2004)
1. Set i=0
2. Set IV=hi

3. After 2n/2 computations of the compression function f() find a 
colliding pair of different messages (mi

1, mi
2) such that 

hi+1= f(hi, mi
1)=f(hi, mi

2)
4. i=i+1
5. Repeat steps 3 and 4 while i<r
• From the pairs (m0

1, m0
2) x (m1

1, m1
2) x…x (mr-1

1, mr-1
2) construct 

2r messages all giving 2r collisions.
• Thus the complexity of finding 2r collisions is just O(r2r)
• If the function f is random oracle, finding 2r collisions has 

complexity Θ(2nr(r-1)/2)
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Slide, from Shai Halevi Slide, from Shai Halevi 
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Constructions of iterative hash functions 
that do not suffer from attacks on MD

• Wide pipe (Lucks 2005)
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Constructions of iterative hash functions 
that do not suffer from attacks on MD

• Sponge design (Bertoni, Daemen, Peeters and Van Assche, 2007)
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Constructions of iterative hash functions 
that do not suffer from attacks on MD

• HAIFA (Biham, Dunkelman, 2006)
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Building blocks in the hash functions
• Based on block ciphers
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Building blocks in the hash functions
• Based on block ciphers

– Govaerts, Preneel and Vandewalle: “Hash functions based on block 
ciphers: A synthetic approach”, 1993

– 12 secure schemes (PGV1-12)

– Strict black-box analysis done by Rogaway, Black and Shrimpton I 
2002.
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Building blocks in the hash functions
• Based on block ciphers

– MDC-2 and MDC-4 (based on DES, 2 or 4 invocations of the block 
cipher), IBM 1987 (patented, but so slow that no one used them, so 
IBM did not renew their patent for USA and Europe and the patent
expired in 2002).
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Description of the main 
applications of hash functions
• Digital signatures

Private RSA or EC or DSA key Public RSA or EC or DSA 
key
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Description of the main 
applications of hash functions
• MAC and HMAC
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Description of the main 
applications of hash functions
• MAC and HMAC
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Description of the main 
applications of hash functions
• Modification Detection Codes (MDC)
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Description of the main 
applications of hash functions

Uses hash 
functions, via 

HMAC

Uses hash 
functions, via 

HMAC
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NIST worldwide hash competition 
for SHA-3
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NIST worldwide hash competition 
for SHA-3
• 64 Submissions
• 51 Remained in the Round 1 as proper and complete
• First Cryptographic workshop to list all the candidates was held

at Katolike Universitet of Lueven Belgium (25-26 February 2008)
• In July 2009 NIST reduced the number of candidates to 14
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NIST worldwide hash competition 
for SHA-3
• Why NIST expects SHA-3 to be “with significantly improved 

efficiency” (over SHA-2)?
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NIST worldwide hash competition 
for SHA-3
• Why NIST expects SHA-3 to be “with significantly improved 

efficiency” (over SHA-2)?

Because of their experience with 
serious software vendors that are 
still using MD5 instead of SHA-1 

(and now instead of SHA-2) due to 
the more than 1:2 speed ratio in 

favor to MD5.
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NIST worldwide hash competition 
for SHA-3
• What does it mean “significantly improved efficiency” (over SHA-2)?
• No clear definition.
• Fuzzy definition?
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NIST worldwide hash competition 
for SHA-3
• What does it mean “significantly improved efficiency” (over SHA-2)?
• Let us take the following “definition”: Significantly improved 

efficiency over SHA-2 means at least 2 times faster than SHA-2.
• Then, if a function is 2 times slower than SHA-2, it means that it has 

significantly worse efficiency.
• This convention seems to be accepted by many in cryptography 

(see “Classication of the SHA-3 Candidates”, Fleischmann, Forler, 
and Gorski, eprint 2008, report 511)
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Efficiency of 14 SHA-3 candidates

32-bit mode, 256 bit hash Speed cycles/byte

1 Blue Midnight Wish 7.83

2 Shabal 9.20

3 BLAKE 9.87

4 SIMD 11.45

5 CubeHash16/32 13.42

6 Luffa 13.90

7 SHA-256 15.36

8 JH 19.27

9 Keccak20 20.20

10 Fugue 20.48

11 Grøstl 22.54

12 SHAvite-3 25.44

13 Hamsi 32.72

14 ECHO 34.23

15 Skein 35.34

32-bit mode, 512 bit hash Speed cycles/byte

1 Blue Midnight Wish 4.80

2 Shabal 9.20

3 SIMD 12.86

4 CubeHash16/32 13.42

5 BLAKE 15.77

6 SHA-512 18.18

7 JH 19.37

8 Keccak20 20.20

9 Luffa 25.50

10 Hamsi 32.72

11 Skein 35.34

12 Grøstl 36.61

13 ECHO 59.51

14 Fugue 72.00

15 SHAvite-3 105.19

32-bit Mode, 2400MHz, Intel Core 2 Duo, 
Cycles/byte, eBASH, supercop-20100120, cobra

significantly more efficient than SHA-2
SHA-2
slower than SHA-2
significantly worse than SHA-2
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Efficiency of 14 SHA-3 candidates
64-bit Mode, 2400MHz, Intel Core 2 Duo, 

Cycles/byte, eBASH, supercop-20100120, cobra
significantly more efficient than SHA-2
SHA-2
slower than SHA-2
significantly worse than SHA-2

64-bit mode, 256 bit hash Speed cycles/byte

1 Skein 6.47

2 Shabal 7.14

3 Blue Midnight Wish 7.41

4 BLAKE 9.86

5 SIMD 10.97

6 CubeHash16/32 12.67

7 Keccak20 13.00

8 Luffa 13.40

9 SHA-256 15.56

10 JH 16.97

11 Grøstl 21.35

12 Fugue 21.45

13 SHAvite-3 22.31

14 ECHO 29.51

15 Hamsi 31.99

64-bit mode, 512 bit hash Speed cycles/byte

1 Blue Midnight Wish 3.84

2 Skein 6.47

3 Shabal 7.14

4 BLAKE 9.39

5 SHA-512 11.54

6 SIMD 12.13

7 CubeHash16/32 12.67

8 Keccak20 13.00

9 JH 17.06

10 Grøstl 20.05

11 Luffa 23.20

12 Hamsi 31.99

13 ECHO 51.30

14 Fugue 56.00

15 SHAvite-3 99.63
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Efficiency of some of the 14 SHA-3 
candidates on 8-bit MCUs

8-bit AVR implementations by Daniel Otte (256-bit 
digests + SHA-1 and MD5)

http://www.das-labor.org/wiki/AVR-Crypto-Lib/en

Name Language
Size in ROM 

in Bytes

Use of RAM 

in Bytes

Use of stack 

(RAM) in 

Bytes

Hashsize in 

Bits

Size of 

message 

blocks in Bits

Cycles for 

Initialisation

Cycles per 

block

Cycles per 

byte

Cycles for 

Finalisation

SHA-1 asm 1022 28 170 160 512 221 37070 579.22 37355

CubeHash-256 C 1528 130 61 256 256 1861535 186585 5830.78 2048817

Shabal-256 asm 1580 188 90 256 512 1087 13729 214.52 50905

SHA-256 asm 1598 40 376 256 512 338 50165 783.83 50559

BlueMidnightWish-256 asm 1648 68 246 256 512 555 52046 813.22 104821

MD5 asm 1686 20 117 128 512 72 18297 285.89 18636

Skein-256-256 asm 2052 50 194 256 256 39951 38646 1207.69 78024

Groestl-256 C 2234 68 250 256 512 363 522414 8162.72 783732

Keccak-256 C 3705 206 447 256 1088 1089 1307866 9616.66 1309070

ECHO-256 C 4378 90 585 256 1536 494 222594 1159.34 224245

Blake-32 C 7422 53 194 256 512 384 71362 1115.03 71961

The goal is the smaller 
size!

The goal is the smaller 
size!

Well, the speed should 
not be too slow!

Well, the speed should 
not be too slow!
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Modes of operations for 
hash functions
• Analogy with AES competition

– Before the end of the AES competition, NIST organized workshop 
for modes of operations of the block ciphers

• Do we need standardized modes of operation for the 
hash functions?
– Multi-core processors
– Multi-core graphic cards
– Incremental hashing

• Certainly yes!
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Outline
• Swiss army knife in cryptography
• What is cryptographic hash function?
• Conflict between theory and practice
• Random oracle paradigm
• Formal definition of cryptographic hash functions a nd basic attacks
• Choosing the length of hash functions
• Merkle-Damgård iterative construction of hash funct ions
• A short history of practical hash functions constru ctions (and their failures)
• Merkle-Damgård Construction does not act as Random Oracle
• Constructions of iterative hash functions that do n ot suffer from attacks on MD
• Building blocks in the hash functions
• Description of the main applications of hash functi ons
• NIST worldwide hash competition for SHA-3
• Advertisment: Blue Midnight Wish Cryptographic Hash  Function
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• Advertisement:

• BLUE MIDNIGHT WISH team:
– Danilo Gligoroski – designer
– Vlastimil Klima - designer

– Svein Johan Knapskog (coordinating the synergy in the team, 
general comments and suggestions for improvements, 
proofreading)

– Mohamed El-Hadedy (VHDL implementation)

– Jørn Amundsen (Big-endian and endian-neutral implementation, 
suggestions for improvements)

– Stig Frode Mjølsnes (contributed to an 8-bit implementation)
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What is the status of Blue Midnight 
Wish so far in SHA-3 competition?

• No mayor attacks on the hash function
• Distinguisher attacks on the compression function
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• Advertisment
• The compression function of Blue Midnight Wish is highly 

paralelizable
• In new Itaniums (Tukwila) the performance is  ~2 cycles/byte
• Soon expect new SSSE3 code for BMW256 (to regain the Nr. 1 

position in the race ☺ )
• Speculation: if implemented in a simmilar fashion as AES-NI in 

Intel CPUs the speed can be less than 0.15 cycles/byte
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NIST SHA-3 hash competition

This year on August 23-24, 2010 NIST will 
held Second Hash Workshop

Shortly after that they will announce the 5 
finalists of SHA-3 competition
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