
Introduction

Minimal
Cryptography

Conclusion

Minimalist Cryptography

M.Reza Sohizadeh A.

University Of Bergen

Norsk kryptoseminar 2011

Minimalist Cryptography 1/24



Introduction

Minimal
Cryptography

Conclusion

Outline

1 Introduction

2 Minimal Cryptography

Minimal Primitives

Minimal Protocols

3 Conclusion

Minimalist Cryptography 2/24



Introduction

Minimal
Cryptography

Conclusion

Wikipedia

Minimalism describes movements in various forms of art
and design, where the work is stripped down to its most
fundamental features.

The term minimalism is also used to describe a trend in
design and architecture where in the subject is reduced to
its necessary elements.
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Minimalism

(a) (b)

Figure: Minimalism

Minimalist Cryptography 4/24



Introduction

Minimal
Cryptography

Conclusion

Minimal Cryptography vs Lightweight Cryptography

Minimal Cryptography can be used in lightweight
cryptography.

But all lightweight schemes are not necessarily minimal.

Minimalist Cryptography 5/24



Introduction

Minimal
Cryptography

Conclusion

Minimal Cryptography vs Lightweight Cryptography

Minimal Cryptography can be used in lightweight
cryptography.

But all lightweight schemes are not necessarily minimal.

Minimalist Cryptography 5/24



Introduction

Minimal
Cryptography

Minimal
Primitives

Minimal
Protocols

Conclusion

Minimal Cryptography

Minimal Primitives (Block cipher,...)

Minimal Protocols (Authentication,...)
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Minimal primitives

Many papers were published on the minimal cryptographic
assumptions which are necessary and sufficient in order to
construct various types of secure primitives.

We have to consider minimal schemes (which are local
minima that become insecure when we eliminate any one
of their elements) rather than minimum schemes (which
are global minima among all the possible constructions).
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Minimal Block Cipher

What is the simplest possible construction of a block
cipher which has a formal proof of security?

This problem was first addressed by Even and Mansour in
1991.

Minimalist Cryptography 8/24



Introduction

Minimal
Cryptography

Minimal
Primitives

Minimal
Protocols

Conclusion

Minimal Block Cipher

What is the simplest possible construction of a block
cipher which has a formal proof of security?

This problem was first addressed by Even and Mansour in
1991.

Minimalist Cryptography 8/24



Introduction

Minimal
Cryptography

Minimal
Primitives

Minimal
Protocols

Conclusion

The Even-Mansour scheme

They were motivated by the DESX construction, in which
to protect DES against exhaustive search attacks we can
XOR two independent pre-whitening and post-whitening
keys to the plaintext and ciphertext (respectively).

The resultant scheme increased the key size from 56 to
184 bits without changing the definition of DES and with
almost no additional complexity.
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The Even-Mansour scheme

The Even-Mansour scheme used such whitening keys but
eliminated the keyed block cipher in the middle, replacing
it with a fixed random permutation that everyone can
share.

C = EMFK1,K2
(P ) = F(P ⊕K1)⊕K2 (1)
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Security Model

It is assumed that the adversary is allowed to perform two
types of queries:

Queries to a full encryption/decryption oracle, called an
E-oracle, that computes either

E(P ) = EMFK1,K2
(P ) (2)

or
D(C) = (EMFK1,K2

)−1(C). (3)

Queries to an F-oracle, that computes either F(x) or
F−1(y).
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Security of the scheme

The designers of EM considered two types of attacks.

Existential forgery attack, the adversary tries to find a new
pair (P,C) such that E(P ) = C.

The adversary tries to decrypt a message C, i.e., to find P
for which E(P ) = C.

The data complexity of an attack on the scheme is
determined by the number D of queries to the E-oracle.

The time complexity of the attack is lower bounded by the
numberT of queries to the F-oracle.
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Security of the scheme

The main rigorously proven result was an upper bound of
O(DT/2n) on the success probability of any cryptanalytic
attack (of either type) on EM that uses at most D queries
to the E-oracle and T queries to the F-oracle.
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Security of the scheme

The first proposed attack on the Even-Mansour scheme
was published by Joan Daemen at Asiacrypt 1991 .
Daemen used the framework of differential cryptanalysis.

Later by a new attack called slide with a twist which was
developed by Alex Biryukov and David Wagner, and
presented at Eurocrypt 2000. By taking two
Even-Mansour encryptions, sliding one of them and
reversing the other, they showed how to attack the scheme
with known instead of chosen plaintexts.

These two cryptanalytic attacks were thus complementary.

Minimalist Cryptography 14/24



Introduction

Minimal
Cryptography

Minimal
Primitives

Minimal
Protocols

Conclusion

Security of the scheme

The first proposed attack on the Even-Mansour scheme
was published by Joan Daemen at Asiacrypt 1991 .
Daemen used the framework of differential cryptanalysis.

Later by a new attack called slide with a twist which was
developed by Alex Biryukov and David Wagner, and
presented at Eurocrypt 2000. By taking two
Even-Mansour encryptions, sliding one of them and
reversing the other, they showed how to attack the scheme
with known instead of chosen plaintexts.

These two cryptanalytic attacks were thus complementary.

Minimalist Cryptography 14/24



Introduction

Minimal
Cryptography

Minimal
Primitives

Minimal
Protocols

Conclusion

Security of the scheme

The first proposed attack on the Even-Mansour scheme
was published by Joan Daemen at Asiacrypt 1991 .
Daemen used the framework of differential cryptanalysis.

Later by a new attack called slide with a twist which was
developed by Alex Biryukov and David Wagner, and
presented at Eurocrypt 2000. By taking two
Even-Mansour encryptions, sliding one of them and
reversing the other, they showed how to attack the scheme
with known instead of chosen plaintexts.

These two cryptanalytic attacks were thus complementary.

Minimalist Cryptography 14/24



Introduction

Minimal
Cryptography

Minimal
Primitives

Minimal
Protocols

Conclusion

Security of the scheme

In 2011 Dunkelman and Shamir presented the new Slidex
attack and use it to obtain a tight bound on the security
of the Even-Mansour scheme.

This allows to mount the following attack, for any d ≤ n:

Query the E-oracle at 2(d+1)/2 arbitrary values.
Choose 2n−d arbitrary values ∆1,∆2, .... For each ∆l,
query the F- oracle at the values
{Pi ⊕∆l}, i = 1, 2, ..., 2(d+1)/2 .

They found that if K1 = K2 the security bounds remains
intact.

C = EMFK1
(P ) = F(P ⊕K1)⊕K1 (4)
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Security of the scheme

Known Plaintext Attacks

Attack Data Time Memory Tradeoff

Guess and determine [8] 2 2n 2 —

Slide with a twist [4] 2n/2 2n/2 2n/2 —

Slidex (Sect. 3.2) 2d 2n−d 2d DT = 2n

Chosen Plaintext Attacks

Attack Data Time Memory Tradeoff

Differential [5] 2d 2n−d 2d DT = 2n

Adaptive Chosen Plaintext Attacks

Attack Data Time Memory Tradeoff

Slidex (Sect. 6) 2d 2n−d 1 DT = 2n

(D ≥ 2n/2)

Table 1. Comparison of Results on the Even-Mansour scheme

3. For each collision in any of the hash tables, i.e., when Pi, Pj for which E(Pi)⊕
F(Pi ⊕ ∆ℓ) = E(Pj) ⊕ F(Pj ⊕ ∆ℓ) are detected, check the guess K1 =
Pi ⊕ Pj ⊕ ∆ℓ and K2 = E(Pi) ⊕ F(Pj ⊕ ∆ℓ).

For each triplet (Pi, Pj , ∆ℓ), the probability that Pi ⊕ Pj ⊕ ∆ℓ = K1 is 2−n.
Since the data contains 2d · 2n−d = 2n such triplets, it is expected that with a
non-negligible constant probability the data contains at least one slidex triplet
(i.e., a triplet for which Pi ⊕ Pj ⊕ ∆ℓ = K1). On the other hand, since the
probability of a collision in each hash table is 2d−n and there are 2n−d tables, it
is expected that only a few collisions occur, and one of them suggests the correct
key guess.

The number of queries to the E-oracle in the attack is D = 2(d+1)/2, and the
number of queries to the F -oracle is T = 2n−(d−1)/2. Thus, DT = 2n+1, which
matches the lower bound of [8] up to a constant factor of 2.

A summary of the complexities of all the old and new attacks on the Even-
Mansour scheme appears in Table 1.

4 The New Single-Key Even-Mansour Scheme

In this section we present the single-key variant of the Even-Mansour scheme
(abbreviated in the sequel as “SEM”), which has the same level of security while
using only n secret key bits (compared to 2n bits in EM). First we define the
scheme and show that the security proof of [8] can be adapted to yield a similar
lower bound on its security, and then we present a simple attack on the new
scheme which matches the lower bound, thus proving its optimality.

Figure: Comparison of Results on the Even-Mansour scheme
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Minimal Protocols

In this paper, we explore a notion of minimalist
cryptography suitable for RFID tags. We consider the type
of security obtainable in RFID devices with a small
amount of rewritable memory, but very limited computing
capability.

Ari Juels described a protocol that provably achieves the
properties of authentication and privacy and involves no
computationally intensive cryptographic operations, and
relatively little storage.

The main goal is to show that standard cryptographic
functionality is not needed to achieve stronger security in
RFID tags.
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Introduction

Minimal
Cryptography

Minimal
Primitives

Minimal
Protocols

Conclusion

Minimal Protocols

In this paper, we explore a notion of minimalist
cryptography suitable for RFID tags. We consider the type
of security obtainable in RFID devices with a small
amount of rewritable memory, but very limited computing
capability.

Ari Juels described a protocol that provably achieves the
properties of authentication and privacy and involves no
computationally intensive cryptographic operations, and
relatively little storage.

The main goal is to show that standard cryptographic
functionality is not needed to achieve stronger security in
RFID tags.

Minimalist Cryptography 17/24



Introduction

Minimal
Cryptography

Minimal
Primitives

Minimal
Protocols

Conclusion

Minimal Protocols

In this paper, we explore a notion of minimalist
cryptography suitable for RFID tags. We consider the type
of security obtainable in RFID devices with a small
amount of rewritable memory, but very limited computing
capability.

Ari Juels described a protocol that provably achieves the
properties of authentication and privacy and involves no
computationally intensive cryptographic operations, and
relatively little storage.

The main goal is to show that standard cryptographic
functionality is not needed to achieve stronger security in
RFID tags.

Minimalist Cryptography 17/24



Introduction

Minimal
Cryptography

Minimal
Primitives

Minimal
Protocols

Conclusion

But Why?

The cost of rudimentary RFID tags promises to drop to
roughly $0.05, while tags as small as 0.4mm × 0.4mm,
and thin enough to be embedded in paper are already
commercially available.

One of the most advanced of the current generation of
small, inexpensive RFID tags is the Atmel TK5552. This
tag has 992 bits of storage and a data transmission rate of
about 100kB per sec. However, it costs as much as $1.00
per unit.

Projections on the likely resources in several years of RFID
tags with cost in the vicinity of $0.05 include several
hundred bits of memory and somewhere between 5,000
and 10,000 logical gates.
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Security Model

Like normal users, adversaries in an RFID-system are
physically constrained: They must have physical proximity
to RFID tags in order to read (and therefore attack) them.

Such adversaries are necessarily weaker than in a
traditional cryptographic setting.
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Adversary Model

Limited successive tag queries.

Limited interleaving:

The stationary attacker is limited due to mobility of tags:
The mobile attacker is limited since this requires shuttling
back and forth between tags and legitimate readers.
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The Minimal Protocol

Let k be some value stored in a tag, i.e., k = αi ∪ βi ∪ γi
where i = 1...s.

For every value k, we maintain in the tag a vector:

∆k = {δ(1)k , δ
(2)
k , .., δ

(m)
k } (5)

where The pad δ
(1)
k is used to update the tag value k.

k = k ⊕ δ(1)k (6)

We use the notation update(∆k, ∆̃k) to denote the
function that updates (∆k and ”overlays”it with ∆̃k).

Minimalist Cryptography 21/24
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The minimal protocol

3.2 The protocol

As above, let k be a parameter denoting the number of pseudonyms stored in a given tag and

let m denote the number of authentication sessions over which one-time pads are constructed;
in other words, the higher the value of m, the stronger the eavesdropping-resistance of the
system. For visual clarity in our protocol figure, we omit variable ranges and tag subscripts

on variables for keys. The variables i and j, however, always span the ranges {1, 2, . . . , k} and
{1, 2, . . . , m} respectively. We use ∈R here and elsewhere to denote uniform random selection.

In case of a message-delivery failure, we assume the input of a special symbol ⊥ (leading to
protocol termination). We assume initialization of all entities by a trusted party, who generates

a key set ABC for every tag and distributes this to both the tag and the verifier. All counters
are initialized at 0. Details of our protocol are provided in Figure 1.

Tag Verifier

d← (c mod k) + 1
c← c + 1

α′ ← αd
α′
−→ if α′ is valid αi for some tag Tx then

tag ← x
β′ ← βi

γ ← γi

mark αi as invalid for Tx

else
output(“reject”) and abort

β′
←−

if β′ 6= βd then
output(“reject”) and abort

γ′ ← γd
γ′
−→

if γ′ 6= γ or γ′ =⊥ then
output(“reject”) and abort

∆̃ABC ∈R {{0, 1}l}3km

∆̃ABC←−
output(tag, “accept”)

{update(∆κ, ∆̃κ)}κ∈ABC {update(∆κ, ∆̃κ)}κ∈ABC

{κ← pad(κ,∆κ)}κ∈ABC {κ← pad(κ,∆κ)}κ∈ABC

Fig. 1. Full RFID-tag authentication protocol

Remarks: We assume no collisions among tag identifiers here – a property that can be enforced
during tag initialization and updates with only a very slight skew from a uniform random

distribution over identifiers.

Due to space limitations, we are forced to relegate formal security definitions and proofs for
our proposed protocol to the paper appendices.

Figure: The minimal protocol
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An Example

3 THE SASI PROTOCOL

SASI [6] is a very recent ultralightweight RFID protocol, which is

designed to be more secure than earlier such kinds of protocols

[24], [25],[26].
Since the communication between the reader and the back-end

server is assumed to be secure, SASI considers the reader and

server as one entity. Each tag T j has a 96-bit static identification

IDj and for a particular session i preshares with the reader a

96-bit pseudonym IDSi and two secret keys K1i, K2i each of

96 bits. Every tag keeps two entries, each of the form

ðIDSi;K1i; K2iÞ, where one corresponds to old values used in

the most recent completed protocol session, while the other

corresponds to the stored values to be used in the next protocol

session.
A tag is not expected to perform any computations except for

basic bitwise logical or arithmetic operations like XOR ð�Þ, OR ð_Þ,
addition ðþÞ, subtraction ð�Þ, and bit rotation ð<<Þ.

The SASI protocol consists of the tag identification phase,

mutual authentication phase, and updating phase (see Fig. 2 for

more details).
Tag Identification:

1. The reader R sends a hello message to the tag T .
2. T sets the pseudonym IDS to the value of IDSnext from its

record. It also sets K1 and K2 to, respectively, the values of
K1next and K2next. It then sends IDS to R.

3. R checks if there exists an entry IDSi in its record that
equals the received IDS. If not, it resends the hello

message to T and waits for an IDS message.
4. Upon receiving a second hello message, T now sets the

pseudonym IDS to the value of IDSold from its record, and
correspondingly K1 and K2 are set equal to K1old and
K2old, respectively.

5. OnceR finds an entry IDSi in its record that is equal to the
received IDS, it proceeds to the next steps with IDSi and
corresponding K1i, K2i from the record entry.

Mutual Authentication:

6. R randomly generates two numbers n1, n2, and proceeds
to compute the values A, B, K̂1, K̂2, C as per Fig. 2,
involving XOR, OR, addition, and bit rotation.

7. The concatenation of AkBkC is then sent to T .
8. T computes the numbers n1, n2 and values K̂1, K̂2 from

the received AkBkC. It then computes Ĉ from the values of
K1, K2, K̂1, K̂2 via the XOR and addition operations, as
per Fig. 2.

9. If the computed Ĉ is equal to the received C, then T
computes D via XOR, addition, and OR operations, as per
Fig. 2.

10. This D is sent to R, and T now proceeds to the Updating
phase.

11. R computes D̂ as per Fig. 2 and checks if it equals the
received D. If so, R proceeds to the Updating phase.

Updating:

12. R updates its record entry for ðIDSi;K1i; K2iÞ, while T
updates its record entry for ðIDSold;K1old; K2oldÞ;
ðIDSnext;K1next; K2nextÞ as per Fig. 2.

At the completion of the protocol, both the reader and the tag have

successfully authenticated each other and, furthermore, have

updated their stored record entries in preparation for the next

protocol session. Since these updates are functions of the newly

computed and exchanged K̂1, K̂2, and they have verified the

received C, D against their own computed Ĉ, D̂, which are

functions of K̂1, K̂2, then both the reader and tag are also assured

that they have the same K̂1, K̂2 values and are in synchrony, thus

preventing desynchronization attacks.
SASI is claimed to provide a list of security properties,

including mutual authentication, tag anonymity, untraceability,

318 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 6, NO. 4, OCTOBER-DECEMBER 2009

Fig. 2. The SASI protocol.

Figure: The SASI protocol
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Conclusion

We explored two frameworks for minimal cryptography,
one framework for block ciphers and one for
ultra-lightweight mutual authentication protocol.

The schemes are both minimal and provably secure.

There is still a lack of secure practical schemes in these
frameworks.
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